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THUAr NGtIv.q, rU vmr rAr

# Dinh nehia/ Tt viet tit Gifli thfch

I 3DES (Triple DES)
Thuflt to6n md h6a dir liQu duo. c cii ti6n tir DES bang
c6c thdm c6c vdns md h6a.

) AES (Advanced Encryption
Standard)

Chudn m5 h6a dfi liQu ndng cao dugc phdt tri6n nhdm
thav th6 DES.

J. CA (Certifi cation AuthoriW) T6 chrlc chims thuc
4. CP (Certificate Policy) Chinh s6ch chime thu s6
5 CPS (Certificate Practice Statement) Quy ch6 chimg thuc
6. CRL (Certificate Revocation List) Danh s6ch cdc ctrung thu i5 bith, hdi
7. DC (Disital Certificate) Chims thu s6

8. DES (Data Encription Standard) Chu6n md h6a dir li6u d6i xims

9.
FastCA (Fast Certification
Authoritv)

T6 chric cung cdp dich vp chimg thgc chir kli sd c6ng
c6ns FastCA

10 HSM (Hardware Security Module)

Thi6t bi phdn cimg bAo m4t dung dC t4o, luu trir vd b6o
vQ c6c kh6a sir dpng trong md.h6a. Trong hQ th6ng
PKI, HSM thudng dugc dirng dd b6o vQ c6c c{p kh6a
quan trons nhu c5c c6o kh6a cua RootCA vd SubCA.

1l
LDAP (Lightweight Directory
Access Protocol) Giao thric truy nhpp thu mpc chimg thu sO

t2 PKI (Kh6a c6ne khai Infrastructure) Ha t6ne kho6 c6ns khai

13
OCSP (Online Certificate Status
Protocol) Giao thric ki6m tra tr4ng th6i chimg thu s6 trgc tuy6n

14 RA (Resistration Authoritv) Co quan ddns kV

l5
RootCA (Root Certification
AuthoriW) HQ th6ng c6p ph6t chimg thu s6 g6c

16 RSA Thu$t toiin mflt md kh6a c6ng khai RSA, dirng dO sinh
cdp kh6a

t7 SubCA (Subordinate Certification
Authority) HQ th6ng c6p ph6t chimg thu s6 con

18 USBToken Thiet bi luu trt kh6a cira nguoi dirng trong hQ th6ng
PKI ruSB Token holc Smartcard...)
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1. CrOIUmp

1.1 Tdngquan

FastCA ld t6n ggi cria dich vU chimg thuc chfr ky s6 c6ng cQng do COng ty .6

phAn chti kj sO FastCA cung c6p. C5c quy ctinh vC chinh s6ch chimg thu s6 cria

dlch vr,r FastCA dugc trinh bdy trong tdiliQu ndy g6m c6 c6c quy trinh quin ly c6p

phdt, giahan, thu h6i, tpm dimg, kh6i phpc, hriy b6 chimg thu si5 cho c6c thu0 bao

ld cri nh6n, t6 chtic doanh nghiQp,...

Bin quy ch6 chtng thpc mO th cdc thri tuc vd co ch6 thgc thi cria nhd cung c6p

chimg thu sO cria hQ th6ng FastCA: m6 ti cdc di6u khodn vd di6u kiQn thUc hiQn

cria n6 nham cung c6p tdi c6c co quan quin ly cflng nhu ngudi sri dpng nhirng md

td 16 rdng v0 c6c dich vr,r cia hQ thi5ng vd c6c di6u kiQn d€ sri dpng chfng. Ngodi

ra, n6 cfing dua ra nhirng dim b6o v€ m4t an todn b6o mflt vd an todn th6ng tin cria

h0 thdng FastCA vd c6c dlch vp chimg thgc cht ky s6 cung c6p cho kh6ch hdng.

HQ th6ng FastCA dugc tudn thri theo Nghi rllnh 130/2018/Ir{D-CP cria Chinh phri

quy dinh chi tii5t thi hdnh Lupt giao dfch ctiQn tri v0 chfi ky sO vd dich vp chimg

thuc cht ky s6 vd Th6ng tu 0612015/TT-BTTTT quy dinh danh mgc tiOu chuAn

bdt buQc 6p dgng v0 cht ky sO vd dlch vg chimg thgc cht k1i s6 Uat OAu c6 hiQu

luc.

TpnOiliQuvinh$nd4ng

- Tai liQu ndy dugc ggi ld Quy ch6 chimg thpc (CPS) cria Nhd cung c6p dich vg

chimg thyc cht ky s6 c6ng cQng FastCA (goi tAt ld "Quy ch6 chtmg thgc cria

FastCA"). Bin quy chti ndy rlugc ch6p nh4n bOi <ton vj quin ly cria T6 chric cung
;,

cdp dlch vU chimg thuc cht ky sO qu6c gia (RootCA) ld Trung t6m Chimg thpc

rliQn tri Qudc gia (NEAC), B9 th6ng tin vd truy6n th6ng.

O,iitu,qrgttnm gia

a) FastCA

- FastCA ld dich vp chfmg thgc chfi kf s6 c6ng cQng cria C6ng ty 16 phAn cht

ky sti FastCA.
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b) RA (Registration Authority - RA)

- RA ld mQt bQ phfln cria FastCA c6 tr6ch nhiQm ti6p nhpn c6c y6u cAu ddng k;i,

hty b6, tpm dimg, thu hdi, gia hpn cria thu€ bao vd ki€m tra, xitc thpc c6c yOu

cau.

- Dai ly cria FastCA ld mQt RA

- Bin thdn FastCA cflng ld mQt RA

c) Thu0 bao (Subscriber):

- Thu€ bao cta FastCA ld mQt d6i tuqng so htu chimg thu sd do FastCA cung t.

cap. t

d) DOi tugng kh6c 
\

- Ngodi c6c ddi tugng FastCA, RA, Thu0 bao, FastCA kh6ng quin ly d6i tugng I

ndo kh6c

1.4 SridgngchfrEthusiicfraFastCA

1.4.1 Sfr dgng chrfrng thu sti hqp l0

- Chtmg thu s6 cria FastCA dugc c6p bdi RootCA qu6c gia vdi c6c ooMpc dich sri

dpng" chinh nhu sau: digitalsignature, nonrepudiation, keyAgreement,

dataEncipherment vd keyEncipherment (c6c trucrng trong Key Usage cta chrlmg

thu sO).

- ThuC bao dugc sti dpng chimg thu s6 vdo c6c mgc dich tlugc quy tlinh b0i trudng

"MUc dich sri dpng" (KeyUsage) trong chimg thu s6.

- Muc dich st dung kh6ng bi c6m boi ph6p luflt, ch(nh s6ch chimg thu sO cria

RootCA, chinh s6ch chimg thu s6 vd quy chti chimg thyc cria FastCA vd th6a

thufln cta thu0 bao vdi FastCA

1.4,2 Cr{c truorrg hqp bicdm

- Sti dpng chimg thu s6 sai mqc dich, kh6ng dugc n6u & mpc 1.4.1 theo cric thuQc

tinh cria chring thu (Key Usage) sC bi c6m.

- Chung thu s6 do FastCA c6p kh6ng duoc sri dung vdo c6c mpc dich nhu d6m b6o

an ninh cho linh vuc hpt nhdn, hQ th6ng ili6u khi6n vfi khi...
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- Chtmg thu s0 do FastCA c6p kh6ng dugc sri dUng ngodi mqc dich ddn sU nhu

trong linh vpc an ninh, qu6n sg, d6m b6o an ninh qu6c gia.

- Chung thu s6 do FastCA c6p khdng dugc sri dpng vdo c6c inyc dich vi pham phSp

lu0t.

- Chrmg thu sO cta thu6 bao FastCA kh6ng dugc sri dpng ldm chimg thu s6 cria CA

kh6c.

15 Qunn$quy,ch6chrfrngthr;t

1.5.1 Td chfc qufrn I quy ch6 chfng thp

- COng ty FastCA ld t6 chric vi6t vd cflp nhQt Quy ch6 chimg thgc.

- Quy ch6 chring thgc c6 th0 duqc thitqidia chi https://fastca.vn/download/CPS

1.5,2 Thdng tin liOn h$

- Dia chi: TAng 5, Tda Nhd Sudico, Eudng ME Tri, phudng ME Tri, Qu{n Nam Tir

Li€m, He NQi, ViEt Nam;

- 56 diQn tho4i t6ng ddi: 1900.2158

- Email: info@fastcavn

- Website: www.fastca.vn

1.5.3 Ph4m vi, hiQu lgc cfra Quy ch6 chring thr;c

- Quy chi5 chimg thgc ndy md ti quy0n vd nghia vp cria c6c b6n li6n quan, v6n d€

ph6p ly vd d4c tti6m ha tAng k! thuflt cria hQ th6ng FastCA.

- Quy ctri5 Ae cap cl6n c6c th6a thufln gita FastCA vd c6c thdnh vi6n trong mi6n

quin ly cria FastCA,6p dqng cho RA, thu€ bao.

- Quy chti chimg thpc ndy c6 hiQu luc trong todn bQ thoi gian cung c6p dlch vp cria

FastCA.

1.5.4 Thfr tgc ph6 duyQt Quy ch6 chfng thgc

- COng ty cd phAn cht ky sO FastCA se phO duyQt Quy chti chimg thgc vd ph6t hdnh

quy chti tr6n website.
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- Chtmg thu sd do FastCA c6p kh6ng dugc sri dUng ngodi muc dich ddn sU nhu

trong linh vpc an ninh, qudn sg, d6m b6o an ninh qu6c gia.

- Chung thu s6 do FastCA c6p khdng dugc sri dpng vdo c6c ingc dich vi pham ph6p

lu0t.

- Chrmg thu sO ctia thu6 bao FastCA kh6ng dugc sri dpng ldm chimg thu sd cria CA

kh6c.

15 Qunnffquy,ch6chrfrngthr;r

1.5.1 Td chfc qufrn I quy ch6 chfng thrpc

- C6ng ty FastCA ld t6 chric vi6t va cflp nh{t Quy ch6 chimg thgc.

- Quy ch6 chring thgc c6 th0 duqc thitqidla chi https://fastca.vn/download/CPS

1.5,2 Thdng tin liOn h$

- Dia chi: TAng 5, Tda Nhd Sudico, Eudng ME Tri, phudng ME Tri, Qu{n Nam Tir

Li€m, He NOi, Vi0t Nam;

- 56 diQn tho4i t6ng ddi: 1900.2158

- Email: info@fastcavn

- Website: www.fastca.vn

1.5.3 Ph4m vi, hiQu lgc cfra Quy ch6 chring thr;c

- Quy chi5 chimg thgc ndy md ti quy0n vd nghia vp cria c6c b6n li6n quan, v6n d€

ph6p ly vd d4c tti6m ha tAng k! thuflt cria hQ th6ng FastCA.

- Quy ctri5 Ae cap cl6n cdc th6a thufln gita FastCA vd c6c thdnh vi6n trong mi6n

quin ly cria FastCA,6p dqng cho RA, thu€ bao.

- Quy chti chimg thpc ndy c6 hiQu luc trong todn bQ thoi gian cung c6p dlch vu cria

FastCA.

1.5.4 Thfr tgc ph6 duyQt Quy ch6 chfng thqc

- COng ty cd phAn cht ky sO FastCA se phO duyQt Quy chti chimg thgc vd ph6t hdnh

quy chti tr6n website.
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- Phi6n b6n dugc cflp nhflt c6 tinh rang buQc Otii vOi tdt cir thu6 bao bao g6m thu6

bao vd c6c b€n dua vdo c6c chimg thu s6 dd dugc ban hanh theo mQt phi6n ban

trudc cria Quy chti chtmg thgc.

1.6 fuhnghhvihiYi&eit

(Chi tii5t trong Danh muc tir vi6t tag
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2.1

z. cAcrnnmmryucONc

Luuffii

- FastCA chfu tr6ch nhiQm duy tri c6c dla chi luu trt circ th6ng tin, cho phdp truy

nhflp tt internet. FastCA se c6ng b6 chring thu s6 vd th6ng tin thu hOi chimg ttru

sO l€n dla chi c6ng cQng ndy. C6c dfa chi truy nhpp dugc cp th6 trong c6c phAn bQn

dudi.

Cdng Ui Ur6ng tin chfng thu sti

Kho luu trt chring thu cria FastCA sri dpng giao diQn web, cho phdp c16i t6c tin

c0y thgc hiQn crlc y€u cAu truy v6n t4rc tuyi5n vC thu h6i chimg thu hay truy v6n

th6ng tin tr4ng thdi citc chimg thu.

C6c th6ng tin cAn dugc c6ng bd bao g6m:

+ CPS - Quy ch6 chimg thuc:

http s ://fastc a. vn/downl oad/Cp S

+ Chrmg thu sO cria FastCA:

https ://fastca,vn/downloadi fastca. crt

+ Chung thu sd cria thu€ bao:

https ://cts. fastca.vn/

+' CRL - Danh s6ch chimg thu s6 thu h6i:

http ://crl. fastca.vn/fastca. crl

+ OCSP - Tr4ng th6i chimg thu s6 tryc tuy6n: .

http ://ocsp. fastca. vn/

+ FastCA c6ng bO c6c th6ng tin CA:

https://fastca.vn

- Quy chi5 chimg thgc: dugc cdp nhQt khi FastCA c6 sq thay it6i v0 chinh s6ch vd sE

c6ng bd tpi dudng link d6 trinh b6y @imlc2.2.

22

\'/

(

j
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- Th6a thuQn thu6 bao: clugc cgp nhflt khi cAn thitit.

- Chung thu s6: dugc c6ng b6 khi chimg thu s6 tlugc ban hdnh, thdi gian tdi da c4p

nhft ld 24h sau khi thu6 bao xdc minh tinh chinh x6c cria th6ng tin trOn chimg thu

s6 tOi FastCA.

- Trpng th6i chimg thu s6: dugc c6ng b6 ngay lflp ttic l6n OCSP.

- Danh siich chring thu sO bi thu hOi: duqc cflp nhflt hing ngdy.

2.4 Q,ry6nt ry$pkhohmfilchftrgthu

- Cap nhflt CPS: chi FastCA mdi c6 quyOn cap nhpt CPS.

- Doi vdi thu€ bao, khong gi6i h4n truy cpp t6i CPS, CPS, chimg thu, th6ng tin
chimg thu, hay CRLs. FastCA y6u cdu ngudi truy nhflp phii tu6n theo c6c th6a

thu0n vdi tl6i t6c tin cfly hopc th6a thufln sri dpng CRLs. Thoa thu4n ndy nhu di6u

kiQn de truy cflp chimg thu, thdng tin chimg thu hay CRLs. FastCA tri6n khai crlc

kitim so6t nham ngdn ch{n viQc truy cQp b6t ho. p ph6p vdo kho luu trt nhim th6m,

x6a hay sria d6i c6c mpc trong kho luu trfr.
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3. Drr-\r{DAr'{H vAxac u4lc

3.1 frttGnthu0baotongchrfurgthu$

3.1.1 Ki6u cfra t6n

- Chung thu sO chria mQt t6n thu6 bao, d6 phdn biQt vdi c6c chimg thu s6 kh6c

(Distinguished Names - DN) theo chuAq X.501 trong truong Issuer vd Subject.

- Cdc thuQc tfnh trong mQt DN md FastCA sri dgng dugc m6 ti trong b6ng du6i

d6v:

ThuQc tinh Gi6 tri

Qudc gia (C)
Hai chft c6i chi tOn qu6c gia theo ISO, Vigt Nam dugc ky hiQu

la "\ .1"

T€n cria thu6 bao (CN)
TOn d6i tugng so hiru chimg thu s5, t6n mi6n n6u ld chimg thu

sO SSI.

TO chric (O) TCn t6 chric/don vi quin l)7 d6i tugng so hiru chimg thu s6.

B0 phfln t6 chric (OU)

BQ phan thuQc t6 chric/rlon vf (O) md cl6i tugng sd hiru chimg

thu s6 thuQc.

(Chi d6i vdi ch{rng thu s6 cila cd nhdn thu\c tti chac)

Tinh/Thdnh PhO (S)
T€n Tinh, Thdnh ph6 noi s6ng/ldm viQc cria d5i tugng so hiru

chimg thu s6 bing ti6ng ViQt, c6c chtr c6i dAu vitit hoa.

Dia chi email (E) Dla chi email cta d6i tugng sd hiru chimg thu s6

Md duy ntr6t gtO;

Ma rllnh danh cria ddi tugng s& hiru'chimg thu s6.

- D6i vli cir nhdn M6 s6 Ainn danh sE ld: CMND:[sO chimg

minh nhdn d6nl hoflc HC:[s6 trO chi6u] hopc CCCD:[s6 thd

cdn cu6c c6ng dAnl.

- O6i v6i cry quan tO chric mE dinh danh FastCA s0 sri dUng

ld: MST:[md sd thu6] hopc MNS:[md quan hQ ngdn s6ch]

hopc BHXH:[md sO bao hiOm xa hQi] hoflc SQD: [SO quytit

ttinh thdnh l6pl.

- D6i vdi c6c chimg thu s6 kh6c theo quy tlinh cria BQ Thdng tin vd Truy0n th6ng.
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3.1.2 Tfnh duy nh6t cfra t6n thu6 bao

- T€n thu€ bao cta dich vU FastCA sE ld duy nhdt trong m.r6n cria dich vp FastCA.

MQt thu6 bao c6 th€ c6 hai ho4c nhiOu chimg thu c6 cirng tdn.

3.1.3 Nhfn d4ng, xic thqc vi vai trd cta thuong hiQu

- D6i tugng tl6ng ky chimg thu s6 kh6ng dugc sri dpng c6c t6n dd rlugc so hiru vd

d[ng ky bei t6 chtc, c5 nhdn theo quy tl.inh cria ph6p lu4t.

- Trong trudng hqp cAn thi6t, FastCA c6 th6 y6u cAu thu0 bao cung c6p bing chimg,

tdi liQu chimg minh quy6n s& htru OOi vOi t€n d6ng k1f.

i

- FastCA khdng chiu tr6ch nhiQm trong mgi tranh ch6p vC t€n cria d6i tugng ddng

ky. FastCA c6 quyAn ch6m dtrt hoflc t4m dirng chimg thu s6 cria thu€ bao trong

trudng hgp c6 tranh chdp xhy ra.

32 X[c minh tlO nghi iip chfirE thu sii lfln Oiu

3.2.1 X6c minh thu0 bao c6 nhffn

- B0 ph{n ttdng ky RA kiOm tra nhdn d4ng cta ngudi xin c6p chring thu dga tr6n thri

tpc tl€ nhdn d4ng, ilfnh danh ctia chinh phri.

- D6 dim b6o tinh b6o mflt vd tr6nh c6c trudng hqp gi6 m4o, thuO bao cAn xu6t trinh

mQt trong circ gi6y td sau ddy khi xin c6p chimg thu sO tir FastCA:

o CMND: [chimg minh nhdn ddn]

o, HC: thO chi6ul

o CCCD: [thd cln cudc c6ng ddn]

- Cdc th6ng tin dugc x6c minh nhu tr€n dim b6o xiic thgc chinh x6c dinh danh cria

thue bao, dia cli6m cu tru ttO c6 th6 dO ddng th6ng b6o dtin thu6 bao trong trudng

ho-p xiy ra su c6 ho6c tranh ch6p.

- HO so xin c6p giim c6:

+ Eon xin c6p chtmg thu (theo m6u cria FastCA)

+ Gi6y td x6c thgc nhfln d4ng c6 nhdn

+ Cdc giily td li6n quan (ntlu c6)

- Quy trinh x6c thyc nhfln dpng cria c6 nhdn ddng ky chimg thu s6 nhu sau:
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+ Nguoi ddng ky nQp h6 so cho FastCA /RA.

+ FastCA /RA x6c minh th6ng tin tr0n hO so v6i c6c th6ng tin tr6n Gi6y to x6c

thgc nhQn d4ng cd nhdn.

3.2,2 Xic thgc danh tinh td chfu, doanh nghiQp

- D6i vdi t6 chtic, doanh nghiQp, FastCA se x6c minh c6c th6ng tin sau:

o Th6ng tin x6c dlnh sg t6n t?i .,iu t6 chfc, g6m c6: t6n t6 chfc, gi6y chung

nhfln dlng k;1i kinh doanh hoflc gi6y ph6p ho4t d6ng, dia chi.

o FastCA, hoflc c6c RA cria FastCA thpc hiQn x6c thgc nhfln d4ng cria t6 chric

theo c6c th6ng tin n6u tr6n.

o Khi chimg thu s6 cria t6 chric c6 chria t0n c6 nhdn ldm dpi diQn, cAn thuc hiqn 
i

c6c thri tgc x6c thyc sg riy quy6n nhu 3.2.4.

.;. . r....: .o T€n mi6n hay email chtia trong chring thu s6 khi cdn x6c thyc cflng dugc x6c

minh ve quyAn so hiru cria tO chric v6i tOn midn, email d6. TCn mi6n dugc x6c

thuc dua vdo giSy ddng ky t6n mi6n ho{c th6ng qua ccr s0 dfi liQu cta nhd cung
i .^

c6p tOn mi6n. Eia chi email dugc x6c thpc blng c6ch y6u cdu tr6 loi l4i email

dd dugc gtii tu FastCA.

3.2,3 Nhiing thdng tin cfra thuO bao khdng tluqc xfc thqc

- Th6ng tin cria thu€ bao khdng dugc x6c thuc g6m c6:

.' C6c don v!, phdng ban thuQc tO chtc (Organization Unit)

. B6t ki mQt thdng tin ndo dugc coi ld kh6ng cAn x6c thgc trong chimg thu s6.

3.2.4 Xr{c thgc sq riy quy6n

- Khi chimg thu s6 cria t6 chfc, doanh nghiQp c6 chria t0n c6 nhdn ldm d4i diQn, cAn

thgc hiQn c6c thri tpc x6c thgc sg riy quy€n, c6c tht tpc x6c thgc ndy bao giim:

o X6c thuc sg t6n tpi cria td chfc, doanh nghiQp nhu 3.2.2.

o X5c thuc c6 nhdn nhu 3.2.1 vir x6c thuc sU riy quyen cta tO chric d6i v6i c6

nh6n d6 bing gi6y riy quyAn. Trong mQt sO trudng hgp cAn ldm rO, FastCA se

x6c thpc b6 sung bing crich ggi diQn ho{c x6c thyc tryc ti6p tai t6 chfc vA c6

nhdn tl6.
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33 X{cminhtlOnghithayhmm6ichrturgthusii

- Tru6c khi chimg thu hi5t h4n cAn ph6i dang bt de c6 dugc mQt chimg thu m6i

nham duy tri sU li€n tgc cria viQc sri dpng chimg thu. C6c b0 phfln cldng ky RA y6u

cAu thu0 bao phii xin c6p mQt c4p kh6a m6i tl6 thay thti cap kh6a dE htit han (gqi

ld "Re-key"), trong mQt s6 trudng hqp c6 th6 y6u cAu mQt chimg thu mdi thay thti

cho mQt cflp kh6a t16 t6n tai (gqi ld "Renewal"). Nhu vay c16i vdi FastCA viqc ldm

mdi chimg thu s6 c6 thti c6 2 trudng hqp:

o Sinh mQt cflp kh6a m6i thay thtl cflp kh6a trong chimg thu sd da h6t han (ddi 
1

kh6a - rekey). \
c

o Tao chimg thu s6 mdi cho mQt cflp kh6a dang t6n tpi (gia h4n - renewal) 
,!

3.3.1 Quy trinh nhfn diQn vi x{c thqc thri tgc c6p [i khoi Eekey)

- Thdi han xin ldm mdi cria thu6 bao: trudc khi chimg thu s6 h6t h4n. Sau khi chimg :

thu s6 hi5t h4n, y€u cAu ldm m6i chimg thu s6 sE kh6ng dugc ch6p nhpn, thu6 bao

ph6i thpc hi6n lai c6c budc nhu ddng ky mdi.

- Tht tsc thay ttOi c6p kh6a d6m b6o rdng c6 nhdn hay mQt tO chric c6 nhu cAu c6p

lpi kh6a cho chimg thu ld cht thu€ bao cria chimg thu d6.

- Khi thu6 bao c6 y0u c6u titip Qrc sri dgng chring thu s6 thi FastCA ho4c RA c6 I
triich nhiQm x6c thgc y6u cAu ldm mdi cria thu6 bao. Sau khi x6c thgc, FastCA c6p ;

chimg thu s6 m6i cho thu6 bao. Sau khi c6p lpi chimg thu s6 mdi, FastCA hopc (

RA sE x6c nhfln lai viQc dinh danh cria thu0 bao sao cho phir hgp v6i c6c y6u cdu

x6c thuc vd dlnh danh cria don xin c6p chimg thu ban dAu.

3.3.2 Nhfn diQn vi xfc thgc viQc c6p [i chfng thu sau khi de bithu hdi @enewal)

- Cdc trudng hqp kh6ng dugc cdp lpi kho6 sau khi bithu h6i.

o Chftng thu s6 vi ph4m hqp d6ng giiia thu6 bao vdi FastCA.

o PhSt hiQn c6 sU thitiu s6t trong viQc thAm dinh c6c giSv to khi d[ng klf chrmg

thu s6 (Chung minh thu ho{c h6 chi6u gi6, ddng ky kinh doanh kh6ng h-o. p

19...)

. Chimg thu s6 dd sri dgng vdo c6c mgc rlich tr6i ph5p luflt, c6c ho4t dQng dnh

hu&ng tdi uy tin cta FastCA.
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Qu6 trinh khdi phpc chimg thu cria mQt t6 chric ld hodn todn c6 th€ dugc ph6p,

mi6n ld qud trinh kh6i phgc tl6m b6o ring t6 chric y6u cAu kh6i phpc chimg thu

thuc sg ld t6 chtc dE sri dUng chimg thu d6, il6ng thdi lli do kh6i phgc chimg thu

ld h-o. p lQ. Chung thu cria mQt td chfc dugc khdi phgc sC chta cric thdng tin dflc

tnmg nhu cria chimg thu ct.

Viqc khdi phpc chimg thu cta mQt cii nhdn bi thu frOi ctrtmg thu cflng c6n dim bio
J .. -rlng nguoi ilang yOu cdu dugc kh6i phpc chinh ld kh6ch hdng dang sri dpng chimg

thu d6.

X[c minh tI6 nghi thu hdi chfng flru $i

- Khi c6 y6u cAu thu trOl ctrung thu s6, FastCA phii kiiSm tra vd x6c thgc n6u c6 yOu

cAu sp huj' b6 chimg thu tir thu0 bao cria dich vg FastCA. Cdc thri tgc dugc dirng

gom:

Nh4n c6c thdng b6o tu thu6 bao vO y6u cAu thu h6i

X6c minh thu€ bao th6ng b6o thu h6i, x6c minh sg s& hifu chimg thu sd cAn thu

h6i cria thu€ bao (qua diQn thopi, email hoflc cilc phuong tiQn truy6n thong

kh6c).

Th6ng b6o tdi thuc bao cdc ly do ch6c chin vC c6p chimg thu md cd nhdn hay

td chric y6u cAu, tr6n thuc ti5 viQc th6ng tin vdi c5c thu6 bao php thuQc vdo

nhiAu trucrng h-o. p kh6c nhau nhung c6 th6 ld mQt trong cdc cdch sau: diQn

thopi, fax, thu diQn tt?, thu tin hay c6c dlch vg dua tin vd c6c phuong tiQn
' truy6n thdng.

I
c

:
t
j
(
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4, CAC YAU CAU DOI VOI VONG OOT CTTTINC TITUSO CUA TIIT]E BAO

4,1 DlngLydpchftrgthus6chothu0bao

- FastCA thUc hiQn thri tgc c6p chimg thu s6 cho c6c kh6ch hdng cd nhdn ho{c t6

chric, doanh nghiQp dga tr€n y6u cAu cria kh6ch hdng. HO so c6p chimg thu sO cria

thuO bao:

+ Eon c6p chimg thu sO theo m6u cria FastCA.

+ Gi6y td kdm theo bao gtim:

. Otii vdi c6 nhdn: bin sao chring minh nhdn ddn ho{c cdn cudc c6ng ddn

ho4c hQ chitiu;

. Otii vdi t6 chric: bin sao quyiSt dlnh thdnh lap hoflc quy6t dinh quy ilinh vO

chric n5ng, nhiQm vq, quydn hpn, ccr c6u t6 chftc ho{c gi6y chung nhpn

dlng ky doanh nghiQp hoac gi6y chimg nhfln dAu tu; chtng minh nhdn ddn,

hoflc cdn cudc cdng d6n ho{c h0 chi6u cria ngudi ctai diQn theo ph6p lupt

cria tO chric.

- Ghi chit: Cit nhdn, t6 chfc c6 quy€n lga chgn nQp bin sao ttr s6 g6c, bin sao c6

chimg thuc ho[c nQp b6n sao xu6t trinh kdm b6n chinh O6 AOi chi6u

+ FastCA c6p chimg thu s6 cho thu0 bao sau khi ki€m tra dugc c6c nQi dung sau

o Th6ng tin trong hO so rt0 nghi c6p chimg thu s6 cria thuO bao ld chinh x6c;

o Kh6a c6ng khai tr6n chimg thu sO se dugc c6p ld duy nh6t vd cirng cflp v6i

kh6a bi mQt cria t6 chric, cii nhdn tt0 nghi c6p chtmg thu s6.

- FastCA c6ng b6 chimg thu sO itd c6p cho thu0 bao trOn co s& d[ li€u v0 chimg thu

s6 cta minh sau khi c6 x6c nhfn cia thu€ bao ve tinh chinh x6c cfra thdng tin tr0n

chimg thu s6 d6; thoi hpn dC c6ng b6 chfm nh6t ld 24 giit sau khi dE c6 x6c nhpn

cria thu6 bao; tru trudng hcr. p c6 th6a thudn kh6c.

oay:

4.1.1 Cic tliii tuo-lg c6 th6 xin cdp chrfrng thu si5.

- Nhiing ngudi sau t16y c6 th6 dQ trinh don xin c6p chimg thu s6:
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+ g6t cri c6 nhdn ndo dri tli6u kiQn theo quy dinh cria ph6p luat vd CPS ndy c6

nhu cAu st dgng chimg thu s6.

+ Dai dien theo ph6p luflt cria t6 chric, doanh nghiQp dfl dieu kiQn theo quy dinh

ctra ph6p lu4t vd CPS ndy c6 nhu c6u sri dung chimg thu s6.

+ C6c dai ly tl6ng kf ldm RA cho FastCA.

4.1.2 Ti6n trinh xfr I vi tr{ch nhiQm cta thu6 bao chring thu sii.

4.1.2.1 Chitng thw sO crta thu| bao cd nhdn, fi chitc

- Thu6 bao lim thri tpc va ky mQt th6a thu4n vdi FastCA, cdc diAu khoin vd cam

k6t trong th6a thufln dugc mO ti trong phAn 9.6.3

- Thu€ bao c6 th€ lya chgn mQt trong 2 hinh thfc sau:

+ T4o kh6a phia FastCA/RA: ThuO bao hodn thdnh don dlng ky chtmg thu s6

vd cung c6p tdi liQu x6c minh thdng tin tl6 k0 khai.

+ Tpo kh6a phia thuO bao: thu6 bao ddng ky thgc hiQn c6c budc sau:

o ThuO bao hodn thdnh don ddng ky chung thu s6 vd cung c6p tdi liQu x6c

minh th6ng tin dd kC khai.

o T?o ho{c chudn b! c4p kh6a

o Gtii kh6a cdng khai trgc ti6p cho FastCA ho6c th6ng qua RA

r Chimg minh quy6n s& hiru vd tinh duy nh6t ctia kh6a bi mflt tuong img

v0i kh6a c6ng khai vtra gtii theo 3.2.1.

4.1.2.2 Chftng thu s6 cfia RA

- Di5 ddng ky c6p chring thu sd tu FastCA, RA ph6i thUc hiQn viQc ky ho-p d6ng

vdi FastCA vd ti6n hdnh c6c thri tqc dlng ky c6p chimg thu s6 tuong tg nhu c6c

thu€ bao.

- FastCA se thuc hi6n sinh kh6a cho RA.

- Tr6ch nhiQm cria RA tlugc ldm 16 trong phln9.6.2.

42 Xftydmxindpchrfrngthu

4.2.1 Chftc nlng nhfn bi6t vi xf,c thqrc
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- FastCA/RA se nhan biiSt vd x6c thgc c6c th6ng tin kh6ch hdng theo myc 3.2

4.2,2 PhO duyQt hoqc tirchtii c6c don xin c6p chrimgthu

- FastCA/RA sE ch6p nh{n y6u cAu c6p mQt holc nhiAiu chrlmg thu sd khi tu6n theo

c6c ti6u chu6n sau ddy:

+ Nhfln bitlt vd x5c thuc c6c th6ng tin vC kh6ch hdng theo mpc 3.2.

+ Phi dich vg dd thanh to6n.

- FastCA/RA sE tu chdi y6u cAu c6p mQt hoflc nhitiu chimg thu sO theo ti6u chi sau

oay:

+ Nh{n bitit va x6c thgc c6c th6ng tin vO <tOi tuqng d[ng ky c6p chimg thu sd

kh6ng thdnh cdng theo muc 3.2.

+ Dtii tugng y€u cAu c5p chimg thu sO khdng cung c5p tdi liQu theo y0u cAu.

+ DOi tugng y6u cAu c6p chimg thu sO kh6ng tri ldi y6u cdu trong thdi gian

quy illnh.

+ Phi dich vp chua thanh toiin.

+ FastCA/RA c6 ly do tin ring viQc cung c6p chrlmg thu cho thu6 bao c6 thO

gdy 6nh hu&ng di5n uy tin cta FastCA.

4.2,3 Thdi gian xir I cdc don xin c6p chring thu

- Thdi gian xt ly mQt y€u cAu c6p chtrng thu sti dugc quy dinh trong bdn thoa

thufln gita thu6 bao vdi FastCA.

43 Siinhchringthusii

4.3.1 Vai trd cia FastCA trong qu{ trinh sinh chrfrng thu s6

Chtmg thu sO dugc t4o vd c6p sau khi FastCA ch6p nhQn y6u cAu c6p chimg thu
A,

s0 ho6c sau khi nhfln dugc mQt y€u cdu cdp chimg thu s6 cria RA. FastCA tpo vd
,'Jf

cdp chimg thu sO dpa tr0n nhirng th6ng tin trong bin yOu cdu c6p chimg thu s6

sau khi y€u cAu ndy dugc xiic thuc dinh danh.

4.3.2 Thdng b{o cho thu6 bao khi CA tIfl tqo xong chrfng thu s6

- FastCA c6'p c6c chimg thu s6 cho thu€ bao se (tfuc ti€p ho{c gi6n titip thdng qua

RA) thdng b6o thu6 bao dd tpo chimg thu s6 d6ng thdi cung c6p phuong thric

truy c4p tdi chimg thu s6 d6 de ki6m tra tinh sin sdng cria chimg thu.
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- Chtmg thu s6 c6 hiQu lgc sE cho ph6p thu€ bao tii chimg thu s6 tir trang web

ho{c FastCA grii trpc tii5p tdi thuO bao.

4.4 CdngbSchfngthu sii

4.4.1 Ch6p nhfn chrimg thu sii cta thuO bao

- Thu0 bao th€ hiQn sU ch6p nh4n chimg thu sd khi k), vdo b6n x6c nhfln th6ng tin

tr0n chimg thu s6 chinh x6c vdi th6ng tin thu6 bao ddng ky, b6n x6c nhfln ndy

ilugc FastCA luu trtr.

Cdng khai chfng thucta FastCA

- FastCA c6ng b6 chimg thu sO ctd ph6t hdnh d6ng thcyi c6 trfuchnhiQm ding th6ng

tin v€ chimg thu mfi cta thu0 bao tdi kho luu trt LDAP vd website cria FastCA.

Thdng b6o vi$c phit hinh chrfrng thu tl6n cr{c tliii tu--rrg khic

- FastCA c6 tr6ch nhiQm grii th6ng b6o cho ftA ktit qui vC viQc ph6t hanh chtmg

thu s6.

45 T4oktrmviph6nphiiiknmchothu0bao

- T6 chfc, c6 nh6n tl6 nghi c6p chimg thu s6 c6 th€ tg tpo c4p kh6a.

- Trudng ho-p tO chric, c6 nhdn il€ nghi c6p chring thu sO tg t4o c{p kh6a, FastCA

cAn dim b6o chic chin ring td chfc, cri nhdn d6 da sri dgng thi6t bi theo dring

ti6u chudn quy dinh cta Thdng tu 0612015/TT-8TTTT tt€ tpo ra vd luu trt c{p

,kh6a.

Cdch sridgng chring thuvi kho{ bi mft cfra thuO bao

- ViQc sri dpng kho6 bi mflt tuong img v6i kho6 c6ng khai trong chring thu chi

tlugc cho phdp khi thu€ bao d6ng j,voi b6n thoi thuQn thu6 bao vd thu6 bao ch6p

nhfln chimg thu. Chtmg thu sE duoc sri dgng hqp ph6p dga theo b6n tho6 thu6n

thu6 bao vdi c6c diOu kho6n c6 trong CPS cria nhd cung c6p chimg thu. Chimg

thu sri dgng phii khdp v6i quy ilinh tai trudng KeyUsage c6 trong chimg thu (vi

dp: KeyUsage quy dinh chimg thu s6 chi dirng 116 bi thi kh6ng rlugc dung chimg

thu sO nny dO md dii lipu).

4.5.1
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Thu€ bao c6 tr6ch nhiQm b6o vE kho6 bi mflt kh6i viQc truy c4p b6t hcyp ph6p vd

sE kh6ng dugc sri dung kho6 bi rnAt ruri chring thu htit hpn hay khi bi thu h6i

chring thu.

Cr{ch sfr dgng chfng thu vi khod cdng khai cfra cr{c tliii tic tin cgy

Cdc tl6i t6c tin c{y ph6i tl6ng y vdi c6c di6u khoin trong bin thoi thupn vC d6 tin

cpy cria chimg thu s6 vdi FastCA

Tinh tin cfly cria chimg thu phii phtr h-o. p vdi ttmg hodn canh cp th6. N6u hoin

c6nh chi ra ring phii cAn th0m sg dim b6o, thi AOi tac tin c4y phii dat dugc sy

b6o d6m can tni6t.

Ngudi nhfln cAn dya vdo c6c th6ng tin sau Ae Oann gi6 sg tin cQy mQt c6ch dQc

lpp cria chting thu s6:

o Sri dgng chimg thu mQt c6ch phir ho. p vd x6c dinh rang chimg thu sC dugc

sri dgng cho mpc dich md n6 khdng bi ngAn c6m ho{c bi gi6i h4n b&i CPS,

FastCA vd c6c RA kh6ng c6 tr6ch nhiQm ddnh giit viQc sri dpng chimg thu.

o Chung thu dang sti dpng theo dring phin mo rQng cria trudng KeyUsage

trong chimg thu.

Trpng th6i cria chimg thu vd tit ch c6c CA trong mit xich chiu tr6ch nhiQm

ph6t hdnh chimg thu phii con hiQu lUc. Ntiu U6t cri chimg thu ndo trong

chu6i chimg thu bi thu h6i, dOi tac tin c4y s€ di6u tra xem tinh tin cfly cria

chfr kf sO trong chimg thu cria thu0 bao d€ viec thu h6i chimg thu ld hqp ly.

Cia tni6t rang viQc sri dgng chimg thu ld hqp ly, c6c d6i titc tin cQy se sri

dpng phAn m6m thgc hiQn vi0c x6c thpc chfi kj s6 ho{c c6c phuong ph6p

kh6c nhu mQt ili0u kiQn dC tin cfly. C6c phuong ph6p ndy bao g6m viQc

dinh danh mQt m6t xich chimg thu vd x6c thgc c6c cht ky s6 trcn tdt ch cdc

chring thu trong chu6i chimg thu.

Gia @n chrfrng thu sii cho thuO bao

- Gia h4n chring thu s6 ld viQc cdp phifi chimg thu s6 mdi cho thu6 bao khi chtmg

thu s6 cfi d6 triSt 1troflc sap het; thoi h4n sri dpng. ThuC bao c6 th6 chqn viQc gia

hpn chimg thu sd git nguy6n cflp kh6a hoflc thay r16i c4p kh6a mdi.
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o it nh6t ld 30 ngdy tru6c ngdy htit hpn cria chimg thu s6, thuO bao c6 quy6n

y6u cAu gia h4n chimg thu st5.

o Khi nhfln dugc y6u cdu gia h4n cria thuO Uuo, f'urtCA c6 nghia vu hodn

thdnh c6c thri tgc gia h4n chimg thu s6 tru6c khi hi5t hiQu lpc.

o Trudng h-o. p thay AOi UrOa c6ng khai trOn chring thu sO dugc gia hpn, thu6

bao phii y6u cAu 16; viQc t4o kh6a, phdn ph6i kh6a vd c6ng bO chimg thu s6

dugc gia h4n thUc hiQn theo c6c quy dinh tqi cdc EiAu 24 vd 25 cria Nghi

dinh t30l20l8A{E-CP.

4.6,1 C6c tinh hu6ng gia h4n chftng thus6

- Tru6c khi htit h4n, thu6 bao cAn ph6i gia h4n mQt chimg thu s6 m6i c16 duy tri st
dqng chimg thu sO. Ugt chimg thu sd ctng c6 thi5 dugc gia hpn sau khi h6t han.

4.6.2 Ai c6 th6 y6u cffu gia hp

- Chi c6 thu6 bao c6 nhdn hoflc ttai diQn theo ph6p luQt cria t6 chric d6i vOi thue

bao td chfc mdi dugc y6u cAu gia hpn chimg thu s6.

4,6.3 XfrIy6u cflu gia h4n

- ThuC bao cAn tii5n hdnh kC khai dAy dri thdng tin y6u cAu trong gi6y dC ngh! gia

hpn chimg thu sO vd c6c thri tpc dA d6 cflp t4i 4.1.2

- FastCA/RA ti6n hdnh x6c thuc th6ng tin cria thu6 bao trong giay de ngh! gia h4n

chring thu sO theo phAn 3.2. NtSu th6ng tin x6c thr,rc, viQc gia hpn dugc tii5n hdnh.

Niiu th6ng tin sai lQch, y6u cAu bitu ch6i.

4.6.4 Thdng b{o vd sptSo ra chtngthusti mfi cho thuO bao

- Thdng b6o v€ sy gia h4n chimg thu s6 cfing gi6ng nhu th6ng b6o khi chimg thu

s6 dugc c6p mdi.

4,6.5 Sgch6p nhfn chrtug thus6 gia h4n

- Tuong tF mpc 4.4.1

4,6.6 Cdng b6 chringthusii Augrc gia hp

- Tuong tg mpc 4'.4.2

4,6.7 Thdng b6o tlo chri'ng thus6 moi cho cic thr;c tn6 nrac

- Tuong tg mUc 4.4.3
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- Tuong tU nhu sg ch6p nhpn chimg thu s6 dugc c6p mdi. Chi ti6t dd trinh bAy tai

pnan +.+.t.

4.7.6 Cdng bti chfi'ngthusO O,rq. OOi t*rOa

- Chtmg thu s6 dugc OOi t<trOa sE dugc c6ng bO vdo kho tl0 c6 th6 truy xu6t. Chi

ti6t da trinh bAy tai phAn 4.4.2.

4.7.7 Thdng brio t4o chftng thu s6 m6t cho crflc thfc th6 khic

- Tuong tg d5 trinh bAy tai phAn 4.4.3.

4.8 Thaytl6ithdngtinchfngthus6

!

4.8.1 Cdc tinh huSng thay tl6i chring thu sii :

- Khi th6ng tin chimg thu s6 cAn thay d6i, trt nhtng trudng hcr,p dA n6u trong 4.6 :

vit 4.7
I

4.8.2 Ai c6 th6 yOu cffu thay tl6i chfng thu s6

- Chi thu€ bao cri nhdn ho4c d4i diQn theo ph6p luflt cria t6 chfc tl6i vdi thu€ bao

tO chric mdi c6 th6 y€u cAu thay OOi cfrung thu s6. Xem phAn 4.1.

4.8.3 Xri I y6u cAu thay Adi cnmg thu s6

:- FastCA/RA se thgc hiQn nh{n dpng vd x6c thgc mgi th6ng tin thu€ bao. Xem :

phAn 3.2.

4.8.4 Thdng b6o chfng thus6 moi cho CA \
I

- 'Th6ng b6o v0 sg d6i chimg thu s6 cfing gi6ng nhu th6ng b6o khi chimg thu sO :

dugc c6p m6i. Xem phAn 4.3.2.

4.8.5 Thri tgc ch6p nhfn chftng thus6 m6i tlugrc thay tl6i

- ,Tuorg tU nhu sp ch6p nhqn chimg thu sO dugc c6p mdi. Xem phdn 4.4.1.

4.8.6 C6ng bti chfng thu sii m6i boi CA

- Chung thu sd ilugc e6i mrOa sC dugc c6ng bO vdo kho dC c6 th6 truy xu6t. Xem

phdn 4.4.2.

4.8.7 Thdng b6o cho c6c thgc th6 khdc

- Xem phdn 4.4.3.
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4.9 Ttru hdi chftrg thu sii cria thuO bao

4.9.1 C6c tinh hu6ng thu trdi chftng thu s5

- Chi trong nhirng trudng hqp dugc liet kC du6i ddy, y0u cdu chimg thu sd se bi

thu hOi khi thue bao hay c6c dtii tugng c6 thAm quyen (RA, FastCA) y6u cdu vd

dugc cdng U6 ten danh s6ch chtng thu s6 bi thu h6i (CRL). Nhd y6u cdu tt mQt

thu6 bao, ngucri md c6 thd kh6ng cdn sri dr,rng chftng thu sO thay khdng mu6n sri

dUng) vdi lf do kh6ng dugc liet kC dudi itdy, FastCA sE d{t cd cho chring thu s6

li kh6ng hopt dQng trong co s0 dt lieu nhmg sE kh6ng c6ng bti chring thu s6 lOn
:

CRL. :
G

- Chtmg thu s6 cria thuO bao bi thu hdi trong nhirng trudng hgp sau ddy: 'l

:'

+ Khi thu6 bao y6u cAu bing v6n b6n vd y6u c6u ndy il6 tlugc t6 chric cung t

c6p dich vp chimg thuc cht ky s6 cria minh x6c minh ld chinh x6c; !

+ Khi thu6 bao ld c6 nhdn d6 ch6t hoflc m6t tich theo tuy6n bti cria tda 6n hoflc

thu€ bao ld t6 chric gi6i the hoflc ph6 sin theo quy dlnh cria phrip lu4t;

+ Khi c6 y6u c6u cria co quan chric ndng nhd nudc c6 thdm quyen ho4c BQ

Thdng tin vd TruyAn th6ng; 
i

+ Theo cli6u kiQn thu h6i chimg thu s6 d5 dugc quy dinh trong hqp d6ng gifia /

thu6 bao vd FastCA. (

- 
,ThuO 

bao c6n n6u rO l;f do yOu cAu thu h6i chtmg thu s6 d6n FastCA: )
\

+ ThuC bao, RA, FastCA c6 ly do 116 tin tuong hay nghi ngo ring kh6a bi mflt

cria thu0 bao dE bi ldm l9, bi rl6nh c6p;.

+ RA, FastCA c6 ly do tin tu&ng ring thu6 bao dd'vi pham mQt trong c6c diOu

khoan nghi€m trgng trong c6c th6a thufln vdi FastCA hoflc CPS ndy;

+ Thoa thu4n v6i thu6 bao il5 k6t thfc ho4c sp riy quy6n cria m6t t6 chric cho

mQt thuO bao dd k6t thfc;

+ FastCA c6 l;f do tin tu&ng rlng mQt y€u cAu c6p chrmg thu s6 thUc ttl bi sai;

+ FastCA x6c dinh ring mQt di6u kiQn ti6n quy6t thitit yiSu d0 tpo chimg thu

sO ea khdng th6a m6n hay khu6c tir;
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+ Trong trulng h-o. p chimg thu s6 cria t6 chftc, t0n thu€ bao t6 chrlc bi thay

oou

+ Th6ng tin trong chimg thu s6, ngodi nhirng th6ng tin kh6ng dugc x5c minh,

kh6ng chinh x6c hay da bf thay rtdi;

+ Sp ti6p tuc sri dgng chimg thu sO lAm t6n hai tdi FastCA.

- Khi xem xdt viQc sri dUng chimg thir s6 c6 ldm hai d6n FastCA hay kh6ng,

FastCA/RA sE xem x6t nhirng y6u td sau:

+ Nhan tlugc nhi0u phin 6nh. 
;

+ Mfc <10 tin cfly cta th6ng tin phin 6nh. ;
.

+ C6c phdn ndn li0n quan d6n c6c ytSu t6 ph6p luAt i

+Phdnndnv6thiQth4igdyrudovi0cstdpngchimgthus6criathu6bao.

+ N6u FastCA don phuong thu h6i chimg thu s6, FastCA se th6ng b5o cho

thu€ bao vd c6ng bd tr€n co s0 dt li€u v€ chimg thu s6 viQc thu hdi.

4.9,2 Ai c6 th6 y6u cAu thu h0i chrfrng thu s6

-Thu6baoc6nh6nc6th€y6ucAuthutroictrtmgthus6c6nh6ncriah9.Trong

trudng hqp chimg thu s5 cria tO chfc, <lai diQn theo ph6p 1u4t cria tO chric se 
t,

clugc cho quy0n y€u ciu thu h6i nhtng chimg thu si5 dugc cung c6p cho t6 chric.
:

- MQt <Iai diQn dugc ty quyiin cria FastCA, hay mQt RA se dugc cho quy0n y€u I

,cAu thu trOi mQt chimg thu sO cria RA Admin. i

- FastCA c6 th6 thu h6i chimg thu s6 trong trudng hqp ph6t hiQn thu€ bao thgc

hiQn khdng dring hqp d6ng, vi phpm luAt ph6p

- Co quan chric ning c6 thAm quyen hoflc BQ Th6ng tin vd Truy0n th6ng.

4.9,3 Tht tgc thu h6i chrfrng thu sd

- Khi c6 cdn cri thu trOi ctrtmg thu s6, FastCA thgc hiQn thu h6i chring thu s6,

ddng thoi th6ng b6o ngay cho thu0 bao vd c6ng bO tr6n co s0 dtr liQu vA chimg

thu s6 viQc thu h6i.
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Tru6c khi thu h6i mQt chimg thu s6, FastCA ki0m l4i xem thu hdi dd dugc yOu

cAu bdi thu6 bao hay thgc thO md ch6p nhQn y0u cAu c6p chimg thu s6. Thri tgc

x6c thpc y6u cAu thu h6i g6m:

+ ThuC bao grii c6c th6ng tin vd x6c thuc quy0n sd hiru kh6a it6i vdi chring

thu sO b!thu hiii co s0 dtr liQu cria FastCA.

+ FastCA nhdn mQt th6ng ctiQp ttr thu6 bao y6u cAu thu hdi chting thu s6, y6u

ciu thu h6i ndy tlugc ky bAng chring thu sd dugc c6p hoflc c6 chria th6ng

tin chimg thu s6 dO c6 tne nem tra vd tham chitiu tdi chimg thu sd bi thu
, t.
nol.

+ FastCA li€n hQ x6c thuc OC eam b6o ch6c chin y€u cAu thu h6i lA cria chri

scr hiiu chring thu s6 d6. Tny vdo tinh hudng cp th6, phuong tiQn ct6i tho4i

c6 th€ ld cliQn thopi, email, thu tin hay thdng qua c5c phuong tiQn truy6n

th6ng kh6c.

CA/RA dugc quy€n y0u cAu thu h6i chimg thu s0 cria ngudi dung cudi trong

mi€n con ctia CA/RA. FastCA sC x6c thUc nhfln d4ng cria Admin qua di6u khi6n

truy cpp st dgng SSL vd x5c thgc client tru6c khi cho ph6p thpc hiQn chftc ndng

thu h6i.

RA sri dUng phAn m6m tg dQng c6 the dQ trinh mQt g6i c6c y€u cAu thu trdi tOi

FastCA. M6i y6u cAu dugc x6c thyc qua mQt chii kj vdi Kh6a bi mflt trong thi6t

bi luu trft vpt ly cria RA.

Thli hp y0u cflu thu hiii chfng thu sii

ThuC bao sE grii y6u cAu thu h6i chrmg thu s6 ngay lpp tric khi ph6t hiQt hay nghi

ngd kh6a bi mflt bimaYtQ.

Quin tri hQ th6ng BkavCA/RA sE grii y6u cAu thu h6i chimg thu s6 ngay khi

nh4n dugc y€u cAu tt thu0 bao hopc nhdn sau khi x6c thgc th6ng tin phdn ndn.

Gi6{ h4n thdi gian xir g yOu ciu thu trdi ctrfng thu sti cria CA

Chung thu sO bi thu h6i ngay l6p ttic, sau khi FastCA xdc thpc c6c th6ng tin thu
, l.
nol.

TAn suit t4o CRL mfi

4.9.4

4.9.5
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- CRL cho chimg thu s6 nguoi dirng cudi dugc cQp nhflt mQt ngdy mQt lAn.

4.9.7 Gioi h4n tr6 cho CRL

- CRL dugc c6ng bd ngay lfp tirc sau khi dugc t4o ra

4.9.8 Ki6m tra tr4ng th6i chfTrg thu sri trqc tuy6n

- Eudng d6n cria OCSP dugc ghi vdo trong chimg thu s6 do FastCA c6p. Khi

kii5m tra tr4ng th6i chimg thu s6 tryc tuy6n, c6c b6n thri ba c6 th6 sri dgng duong

ddn ndy OC tctit n6i tOi OCSP ki0m tra tr4ng th6i chimg thu s6 tryc tuyiSn.

4.9.9 Cdc yOu cAu ki6m tra tryng thfi trgc tuy6n

- Nguoi nhAn phii ki0m tra tr4ng th6i cria mQt chimg thu sO ntiu mu6n tin tu0ng.

Ni5u ngudi nhQn kh6ng ki6m tra trpng thdi cria mQt chimg thu sd bang c6ch ki€m

tra cdc CRL li6n quan, ngudi nhpn sE ki6m tra trpng th6i chimg thu s6 bing c6ch

ki0m tra OCSP responder

4.9.10 C{c d4ng thdng tin tr4ng thrfli thu triii trnec

- FastCA khdng sri dpng d4ng th6ng tin tr4ng th6i thu hiii nao kh6c ngodi CRL vd

OCSP.

4.9.11 Nhfrng ring buQc tISc biQt liOn quan tl6n viQc kn6a bilQ

- Khi kh6a bi mflt FastCe bi m6Vlq ho6c nghi ngd mdtllQ, FastCA thpc hiQn:

o LQp tric b6o cho RootCA vA viEc bim5il9 ho4c nghi ngo m6tllE kh6a.

, o T4m dimg c6p ph6t chring thu sO cho t6i khi c6 k6t qu6 x6c minh.

o Thyc hiQn theo hudng d6n cria RootCA n6u bi mdttt| kh6a.

4.10 TAm dimghoAcphqchai chrhrgthusiicriathu6bao

4.10.1 ' C6c tirh hu5ng t4m dirng hoflc phqc hiii chring thu s6

Chirng thtr sO cfia thuA boo b! tgm dbng trong cdc trtdng h,qp sau dAy:

- Khi thu6 bao y6u cdu bdng vdn bin vd y6u cdu ndy dd dugc FastCA x6c minh ld

chinh x6c;

- Khi FastCA c6 cin cri d6 kh*g ttinh ring chimg thu s6 dugc c6p kh6ng tudn

theo c6c quy dfnh tqi c6c Dieu 24 vir25 Nghi dinh 130/20I8AID-CP hoac khi
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ph6t hiQn rab6t cri sai s6t ndo c6 6nh huong tltin quyAn lgi cria thu0 bao vd ngudi

nhfln;

- Khi c6 y€u cAu cria co quan ti6n hdnh t6 tpng, co quan c6ng an hoac BO Th6ng

tin vd TruyCn th6ng;

- Theo iti6u kiQn tpm dimg chimg thu s6 d6 dugc quy dinh trong ho. p tl6ng gita

thuO bao vd FastCA

- Khi c6 cf,n cri t4m dung chimg thu s6, FastCA s€ ti5n hdnh t4m dtrng, d6ng thdi,

th6ng b6o ngay cho thu0 bao vd c6ng bO tr0n co so dft liQu vC chimg thu sO viQc

t4m dimg, thdi gian Uat Oau vd ktit thric viQc t4m dimg.

- Ch*ng thu s6 crto thuA boo ttwgc phltc nil *m khOng cbn cdn cft iIA Qm dirng

chrhng thw sii hofic thdi hgn tgm d*ng theo yAu cdu itd hAt.

4.10.2 Ai c6 th6 yOu cAu t3m dirng ho{c phgc hiii c{c chrfrng thu s0

- Nhfng il6i tugng sau c6 th6 yOu c6u t4m dung chimg thu s6:

o Thu€ bao

o FastCA

o Co quan t6 tpng, co quan c6ng an hoflc B0 Th6ng tin vd Truy0n th6ng

4.10.3 Thi tgct4m dirng ho{c phqc haii chfngthus6

- Theo quy dinh trong hqp d6ng gifia thu€ bao vd FastCA

4.10.4 'Gi6d 
h4n xrt I t4m dirng ho4c phgc hdi chring thu sai

- Khdng c6 quy clinh cU th€ vC gi6i hpn xri ly t4m dimg chimg thu si5.

4.11.1 fic tli6m

- Trang th6i cta chimg thu sd dugc x6c dinh trong CRL th6ng qua mQt trang Web,

LDAP directory vd qua OCSP responder.

4.11.2 Tinh sin sirng cfradich vg

- Dich vu tr4ng th6i chimg thu sO dugc duy tri 2417 (k}ri c6 v6n dC ve dich vu

FastCA sC thdng b6o k6 ho4ch xri lf tr0n website ctia FastCA).
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4.11.3 Tty chgn ifuc biQt

- OCSP ld dich W tuy chgn, mi€n phi.

4.12 x&tnrictu6tao

- SU ki5t thtc thu€ bao c6 hiQu lgc trong c6c trudrng hqp sau:

o ThuE bao dd friSt tran md kh6ng gia h4n

o Thu h6i chimg thu s6 xhy ramd khdng xin cAp mQt chimg thu s6 mdi.

413 Lrmffiviphqcnalitt@UmftcfraftuObao

- HiQn t4i, FastCA kh6ng thgc hiQn viQc luu trfi kh6a bi mflt cria thu6 bao cfing nhu

cung c6p dich vp phpc h6i kh6a. Kh6a bi mflt dugc b6o quin boi chinh thu6 bao.

- Tuy nhi6n, co chti ndy hoan todn c6 th6 thay d6i, phr,r thuQc vdo y6u cdu cria luflt

ph6p.
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s. cAc rdvrsoArrrmrnr euANf vAv4Nsamr

5.1 Ciclrtrm soitanninhvfltlf

5.1.1 Truy c$p vft I
- ViQc truy c4p vO mflt vflt lf vdo hQ th6ng cria FastCA dugc ki6m so6t bing hQ

thting cria c6c don vi cung cAp dich vr,r IDC nhu CMC vd Viettel.

- DC truy nhflp vdo hQ th6ng vflt ly FastCA phdi qua c6c l6p ki€m so6t nhu sau:

--, Ao Ki0m so6t b6o vO tda nhd. 
;

. Td ki€m tra gi6ms6t phdng m6y theo timg ca ff.uc. I
t\

io Xdc thpc b[ng the tt lAn thri ntrSt eO vdo trung tdm dt liQu IDC. 
I

o X6c thgc bing kh6a tt RACK lAn thri hai khi vdo vtrng chria m6y chri: t
LDAP, OCSP, CRL, RA, CA, ...

o X6c thgc bdng c6c tdi khoin truy cQp vdo tirng thdnh phdn hQ thdng, trang

thi6t bi lAn thri ba.

5.1.2 Di6u kiQn ktrdng khi, ngudn diQn, phdng tn{nh thflm hga.

- Cic thiist bi ctra FastCA trang bi v6i 2 thdnh phAn ld chinh vd dU phdng. HQ th6ng

ngutin diQn cAn dim b6o li6n tuc, kh6ng bi gi6n do4n. C6c hQ th6ng nhiQt rlQ,

th6ng gi6, kh6ng khi cfing dugc trang bi OC AiCu khi€n nhiet d0 vd d0 Am.

- fhi6t bi an todn cria FastCA dugc trang bi, bO sung phdng ngira diS ngdn ch{n vd ]

dflp t[t hia hay c6c th6m ho4 kh6c c6 th6 g6,y chdy hay kh6i. HQ th6ng thiiSt kti phu

h-o,p vdi ti6u chudn phdng chrly chta ch6y.

5.1.3 PhuongtiQn luu trii

- Dfr liQu cria FastCA dugc b6o vQ trong c6c 6 cimg chuy6n dpng nhu thitit bi luu
A,trir, 6 cimg local trOn c6c mity chri cfrng nhu viQc d6ng b0 dt liQu o hQ th6ng dp

phdng, nhim dim b6o sao luu dO li6u hQ th6ng hay thdng tin nhpy c6m kh6i nu6c,

hia hay m6i trudng huy ho4i vd b6o vQ trdnh sri dpng truy cflp tr6i phdp hay ph6

huy.

5.1.4 Dqr phdng tirxa

Trang 34/69



5.2.1

FastCA b6o tri sao luu hQ th6ng dfr liQu then ch6t hay bdt kj th6ng tin nh4y c6m

bao gtim dt liQu ki6m dinh trong dpphdng an todn.

HQ th6ng dy phdng cria FastCA dugc tl6t tai c6c trung t6m'Data Center ctia CMC

IDC tai tda nhd CMC, Duy T6n, Dlch Vgng H4u, Cdu Gi6y, Ha NOi. HQ th6ng ndy

duy tri ho4t dQng thdng su6t th6ng qua viQc d6ng b9 df liQu thuong xuy0n vdi hQ

th6ng chinh. HQ thdng ndy hodn todn.ld mQt bin backup dAy dri cria hQ th6ng

chinh. Ngay khi xiy ra sU cO, h9 th6ng ndy sE dugc sri dpng d0 duy tri hopt ttQng

md kh6ng ldm 6nh hu&ng diSn giao d!ch.

ViQc rtdng bQ, sao luu dtr liQu tlinh ky e he th6ng dp phdng di6n ra hodn todn tp

dQng du6i sg ki0m so6t chflt ch6 tt c6c chuy0n gia cria FastCA. Thdnh phAn cfip

kh6a trong HSM dugc thpc hiQn tr.uc ti6p dinh kj theo chinh s6ch cria FastCA.

O6i vOi md ngutin ciua cdcm6y chri img dpng se dugc tl6ng bO chi khi c6 n6ng c6p

thay d6i.

QuytrinhkiOm soit

Cic thinh vi0n trgc thuQc t6 chfc.

Nhdn viOn, nhd thAu, nhdn vi€n tu v6n d6u c6 th6 dugc xem x6t tlO tro thdnh ngudi

tin c4y. Nhirng ngudi dugc chgn ld nguoi tin cpy ldm viQc t4i vi tri tin cfly d6p ung

y6u cAu cta CPS.

Thinh vi€n tin cfly bao gdm t6t ch circ nhdn vi6n, W su, tu vAn c6 sg truy cpp tdi

h'ay di6u khi6n qu6 trinh x6c thpc ho{c mE h6a c6 thC gdy 6nh hu&ng l6n tdi:

+ Qu6 trinh ki6m tra thdng tin trong dcvn xin c6p chung tu s6.

+ ViQc ch6p nhfln, tt chdi hay c6c xri ly khSc cria don xin c6p chring thu s5, yOu

' cAu thu h6i, ydu cAu c6p m6i, hoflc c6c th6ng tin tl6ng ky.

+ Ban hdnh, thu h6i ch(mg thu s6.

+ ViQc quin ly th6ng tin thu6 bao, th6ng tin y6u cAu til thu6 bao.

Nhirng ngudi ctulc tin cfly c6 th6 bao giim nhtmg kh6ng gi6i h4n c6c d6i tugng

sau:

+ Nguoi ilung dau he th6ng.
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+ Ngudi qu6n tri hQ th6ng vd b0 phfln quin trih€ thdng.

+ Ngudi php tr6ch cAp ph6t chring thu s6 vd bQ phan phg tr6ch c6p ph6t chring

thu s6.

Nhirng ngudi dugc tin tudng diiu dugc x6c minh vA nhdn thdn, kh6 ndng dim b6o
a, I
ilap tmg y€u c6u c6ng viQc tru6c khi dugc giao nhiQm vp.

Sd luqng thirnh viOn cho m6i cdng viQc

FastCA thi€t lflp, duy tri vd c6 cric y€u cdu nghiCm ng{t vC thri tr,rc di6u khi0n dC

dim bio sg phdn c6ng nhiQm vu dua tr€n khi nrng ldm viQc vd d6m b6o ring

nhi6u ngudi ttugc tin cpy sE cirng thpc hiQn c6c c6ng viQc c6 tinh ch6t nh4y c6m.

Chinh sdch vd thri tpc dugc thgc hiQn Oe eam b6o sy ph6n cdng nhiQm vu dpa tr6n

khi ndng ldm viQc. Nhirng c6ng viQc mang tinh nh4y cim cao, ching hpn truy c4p

vd qu6n ly he th6ng phAn cring md ho6 vd c6c c6ng viQc li6n quan d6n kho6, y6u

cAu nhi0u ngudi dugc tin tu&ng tham gia.

Nhting thri tpc tli6u khi6n 6 b€n trong dugc tfri6t t<ti ae it nnat hai cdnhdn dugc tin

tu&ng ctrng tham gia truy cflp t6i mric vflt ly hoac mric logic cta thi6t bi. Truy cflp

t6i phAn cimg mI hori y€u cAu ch4t chE phdi c6 nhi0u ngudi dugc tin tu&ng cirng

tham gia todn bQ qu6 trinh ldm vi6c, tir viQc nhQn vd ki€m tra cho tdi budc cudi

cirng li huf vC logic valho4c v0 vflt ly.

Nhfn d4ng vi xdc thqc cho tung thinh vi0n

FastCA x6c nhfln nhfln dpng vd quy6n cho mgi c6 nhdn tr& thdnh ngudi tin c4y ld:

+ Dugc c5p phdp truy cflp vd c6p truy cflp tbi chcvirng, thi6t bi cAn thii5t.

+ Dugc cdp cdc tdi liQu diQn tri cl6 c6 thtl truy cflp vd thgc hiQn m6t sO chric ndng

tr6n c6c hQ th6ng thdng tin vd h€ th6ng FastCA.

- ViQc x6c thuc nh4n d4ng bao g6m hopt dQng cliia cdc cii nhdn tin c4y ho{c c6c

chric n[ng b6o m{t trong t6 chfc vd ki6m tra thdng tin nhfln d4ng, vi dg chimg

minh thu nhdn d6n, cdn cu6c c6ng ddn, hQ chi6u. T6 chric c6 tr6ch nhiQm x6c

minh tudn theo c6c thi tuc dugc dua ra trong CpS.

5.2.4 PhAn chia trdch nhi6m

- Nhirng vai trd ycu cAu phdn chia tr6ch nhiQm bao gom (nhmg kh6ng gidi han):
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+ X6c thUc th6ng tin trong don xin cdp chimg thu

+ Qu6 trinh chSp nhfln, tir ch5i, ho{c c6c qu6 trinh kh6e cria don xin c6p chimg

thu, y€u cAu thu h6i, c6p m6i hay c6c th6ng tin ddng ky.'

+ Qu6 trinh ban hdnh, thu h6i c6c chimg thu s6.

+ Qu6n lf thdng tin, y6u cAu cria thu6 bao.

53 Quflngnhf,nsp

5.3.1 Khi nrng chuyOn m6n, kinh nghiQm vi cic yOu cAu chring minh sg trong slch

- Nhirng ngudi tin c4y cta FastCA dugc x6c minh dga trOn: khi ndng vi kinh

nghiQm chuy6n m6n d6p img c6c nhu cAu c6ng viQc, c6c blng chimg chimg minh

sy trong spch vC l! lich.

- Circ thdnh vi0n cria FastCA il0u ph6i cl6m b6o ch6t lugng vd.dugc hu6n luyQn,

kit5m tra thudng xuy6n.

5.3.2 Cic thfr tgc ki6m tra I lich, trinh rlQ.

- Tru6c khi b6 nhigm nhdn vi6n vdo mQt nhiQm vp cAn dugc tin tu&ng, FastCA

ki6m tra c6c th6ng tin sau:

+ Ki0m tra,xirc minh th6ng tin theo so ytiu lf lich.

+ X6c minh trinh rlQ hgc v6n cao nh6t d4t dugc.

+, Xem x6t c6c th6ng tin tiAn 6nlti6n sU (n6u c6).

+ Xem x6t d6u hi€u kh6ng t6t ve th6ng tin tdi chinh, tin dgng.

5.3.3 YOu ciu vd dio tao

- FastCA cung c6p cho c6c c6 nhdn chuong trinh ddo tpo theo ydu cAu c6ng viQc.

Nhfng chuong trinh ddo t4o dugc kitim tra <linh ki

- Chuong trinh dio t4o grii nhirng phAn li6n quan tdi cU th6 nh6n vi0n duoc ddo tao,

bao g6m:

+ Co chti chinh s6ch vd thri tuc cria FastCA.

+ C5c phi6n bin phAn cimg vd phAn m6m rlang dugc sti dpng.

+ Tr6ch nhiQm c6ng viQc.
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+ Sri dpng vd vfln hdnh c6c thi6t biphAn cimg vd ph6n mAm.

+ Xt b7 cric sU c6.

+ C6c thri tpc duy tri tinh liOn tpc cta dfch vU khi c6 th6m hga.

5.3.4 TAn su6t dio t4o vi rlio t4o l4i

- FastCA thudng xuy€n ddo t4o l4i vd cflp nhflt th6ng tin cho nhdn vi6n cria minh

vdi mric tlQ vd tAn xu6t phu ho. p d6 nhdn vi0n duy tri mric dQ tin tuOng vd thgc

hiQn t6t c6ng viQc cria minh.

5.3.5 Kf luat aiii vOi cic ho4t tlQng khdng hqp ph6p i

- FastCA thit5t lap, duy tri vd 6p tlflt c6c chinh s6ch d6i v6i hdnh ilQng b6t ho. p phrip.

C6c biQn ph6p ky luflt c6 th€ bao gdm cilinh gift, vitc6 th6 ch6m dut phg thuQc vdo i

tAn su6t vd mric dQ nghiCm trgng c0a c6c hdnh dQng b6t h-o. p ph6p. i

5.3.6 YOu ciu Aiii vrl,i c{c nhi thAu dQc tfp

- Trong mQt sd trudng hop, c6c c6 v6n rlQc l6p c6 th€ dugc thu6 116 thpc hiQn m6t s6

cdng viQc can sU tin tu&ng cria FastCA. Nhtng ngudi ndy ctng phii tudn theo ciic

ti6u chuAn an ninh nhu nhdn vien cria FastCA. N6u c6c c6 v6n kh6ng t16p ung chi
:

c6c tiOu chi trong 5.3.2, h9 chi dugc ph6p thUc hiQn c6ng viQc khi c6 sU gi6m s6t !

cria ngudi dugc tin tu&ng cria FastCA. I

5.3.7 Cung cdp tii ligu cho nhfln vi6n 
i

- FastCA cung c5p c6c tdi liQu cAn thitlt cho nhdn vi6n, dim bho circ nhdn vi€n c6 
!

th€ thyc hiQn t6t c6ng viQc vdi c6c tdi liQu dugc cung c6p.

5.4 Cicquytrinhghinlrfttcfki0mtoSn

5.4.1 Cr[c lqi bin ghi sg kiQn

- C6c sg kiQn c6 thd ki0m cllnh phdi rlugc ghi lai b0i CA vd c6c RA cria FastCA.

Mqi ban ghi, diQn tri hay bing tay, chria thdi gian cria sg kiQn, vd nh4n d4ng cta

don vi dugc thuc hiQn tu dong hay vd thri c6ng tiry vdo timg trudng hqp:

a. c6c su kiQn quin ly vdng doi chimg thu ngudi dang ky vd cA, bao g6m:

+ Y€u cAu chring thu, gia han, tam ngmg, kh6i phpc, ycu cAu kh6a vd thu h6i

chimg thu s6;
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+ Tdt ca c6c hoat dQng x6c minh dugc quy dinh trong cilc Y6u cAu niy vd Quy

chti chimg thyc;

+ PhC duyQt vd tir ctr6i y6u cAu chimg thu;

+ PhAt hAnh chimg thu;

+ Tpo danh siich, ban hdnh CRL vd c6c truy v6n OCSP.

b. C6c sg kiQn li6n quan d6n an ninh b6o mflt, bao giim:

+ C6c n6 luc truy cflp he th6ng PKI thdnh c6ng vd kh6ng thdnh c6ng;

+ Hdnh tlQng dgc, ghi ho{c x6a c6c file, b6n ghi nh4y c6m.

+ Thay dOi frO scr b6o m4t;

+ Su c6 hQ th6ng, t6i ptrAn cimg vd cilcbdtthucrng kh6c;

+ C6c hopt ilQng cta Firewall

+ Vdo vd ra kh6i co s& cria CA.

5.4.2 Tin suit xfr I ghi ch6p

C6c ghi ch6p dugc xri lf (luu trtr) I thdng I lAn.

5.4.3 Thdi gian luu trii nhqt lcf ki6m torfln

NhAt ky se dugc git tpi hQ th6ng ft nh6t 2 thing sau khi xri ly vd sau 116 dugc

chuytln sang khu vgc luu trfi fuhAn 5.5.2)

5.4.4 Blo vQ nhft lcy ki6m todn

Nhat kli ilugc b6o vQ v6i tru6c c6c hdnh dQng xem, thay d6i, x6a hay cdct6c dQng

kh6c md kh6ng dugc phdp.

5.4.5 Cr[c thfr tgc sao luu nhgt ky ki6m tor{n

Nhat ky dugc backup theo ch6 dQ backup chung cta FastCA

5.4.6 HQ thdng thu thgp ki6m torfln (bOn trong vi bOn ngoiri)

- Cdc log img dUnB: hQ cli6u hdnh vd mang dugc ghi lpi tU dQng

- MOt sO log dugc ghi bdng tay boi nh6n vi€n.

5.4.7 Thdng b{o t6i A6i tuErg thp hipn sg kiQn.
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Khdng c6 diAu khoin.

5.4.8 Er{nh girl tinh dO b!tdn thuong.

Dt liQu nhQt ky sE tlugc dua vdo ph6n tich, ki5t qu6 phdn tieh sE cho bii5t c6c nguy

co tidm tdng trong hQ thdng, tU d6 c6 phuong rin khic phUc

55 llmtfrhdso

5.5.1 Cic loSi hii sotlrryp luu trii

- Mqi dtr liQu nhflt ky trong phAn 5.4.

- Th6ng tin dcrn xin c6p chimg thu sd.

- Cdc thdng tin b6 sung cria don xin c5p chimg thu s6.

- Thdng tin vdng doi chimg thu s6 nhu: thu troi, aoi kh6a, ldm m6i... i
,

- Cbc th6ng tin khdc theo quy dinh cria B0 TTTT

5.5.2 Thdi gian luu trii

it ntr6t 5 ndm fe tt ngdy chimg thu s6 trtit h4n hoflc hriy b6.

5.5.3 Bio vQ luu tril :

HQ th6ng luu d[ liQu luu trii dugc b6o vQ t16 chi nhirng ngudi dugc phdp m6i c6 \

th€ truy nh0p. Dt liQu luu trt dugc b6o vQ theo ciic phuong ph6p cAn thitit, chting i

l?i viQc xem, thay d6i, x6a hay citc thao t6c kh5c kh6ng dugc cho ph6p. HQ th6ng ;

chria dt liQu luu trt vd img dpng xft ly dfr liQu luu trt dugc duy tri ee Oam b6o dt i

li€u luu trt c6 th6 dugc truy nhflp trong kho6ng thoi gian dugc quy dinh trong quy

ch6 chimg thpc ndy.

5.5.4 Cr[c thfr tgc sao luu luu trii

Dtr liQu luu trii dugc backup theo ch(i dQ backup chung cria FastcA

5.5.5 Ddn nhfln thdi gian cfra cdc bin ghi

Chung thu s6, CRL chria thdng tin thoi gian, ngdy th6ng. Thdng tin thdi gian ndy

khdng cAn dugc m6 h6a.

5.5.6 H$ thting luu trii( bOn trong ho{c b6n ngoii)
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FastCA sE sri dUng hQ thdng luu trfr tflp trung, trir trudng hgp tru trudng h-o. p kh6ch

hing doanh nghiQp vdi vai trd ld RA.

5.5.7 C{c tht tgc thu th$p vi x{c minh thdng tin luu trir

- Chi nhirng ngudi dugc c6p quyen mdi dugc ph6p truy nhflp t6i th6ng tin luu trt.

- Th6ng tin luu trii sE dugc kii5m tra tinh todn vgn khi dugc l6.y ra.

56 mayAdinroa

- Chung thu s6 cria FastCA c6 th6 dugc BQ Thdng tin vd TruyCn th6ng gia hpn, c6p
,. -.xmdi vdi tli€u kiQn thdi gian hiQu lgc cdn l4i cria chimg thu sO FastCA ldn hon thdi

gian hiQu lgc cria chimg thu s6 c6p cho thu6 bao.

- Tru6c khi chimg thu s6 cria FastCa htlt han, theo quy dfnh, FastCA s€ xin c6p mQt

chimg thu sO mdi vd sri dpng chimg thu s6 mdi it€ ban hdnh chqrg thu sO m6i ndy

cho c6c thu6 bao.

- CEp kh6a cria FastCA se kh6ng dugc sri dUng qu6 thdi gian c6 hiQu lUc cta n6

dugc quy tlinh trong quy chti ndy. Chimg thu s6 cria FastCA c6 thiS dugc gia hpn

1d6i t<trOa; khi tru6c khi cflp kh6a ct htlt han.

- Tru6c khi h6t hpn chimg thu sO cria FastCA, c6c thri tUc dugc ban hdnh cho ph6p
, a ..i

chuy6n ti€p (changeover) tir cpp kh6a cf, sang c{p kh6a mdi cho cdc thpc th6

thuQc pham vi quin ly cria FastCA. Qu6 trinh chuy€n tii5p kh6a cria FastCA dim

b6o rdng:

+ FastCA chi ban hdnh chimg thu s6 mdi cho thu0 bao tru6c thdi tliOm nh6t ctinh

so vdi ngdy htit h4n cflp kh;". Thoi ili6m ndy ld thdi tli€m t4m dimg ban hdnh

chimg thu s6, do ph6p lu4t quy dinh.

+ Khi nhpn ilugc y6u cAu ban hdnh chimg thu s6 sau thdi di6m tpm dimg ban

hdnh chimg thu s5 tren, FastCA sir dgng cflp kh6a mdi tl6 ban hdnh chimg thu

sti cho thu6 bao.

- FastCA ti6p tqc ky l€n CRL bing cflp kh6a cfi dt5n khi ndo htit han todn b0 chimg

thu s6 dugc ban hdnh b&i cap kh6a cfi.
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5J Xft li khioo sr;dvithim hga

5,7.1 Cr[c thri tgc ki6m sor[t sg c6 vi thflm hga

- Chc th6ng tin sau dugc backup d0 phdng c6 sg cO vd th6m hga: dt liqu vC don xin

c6p chimg thu s6, dt liQu nhflt ky, vd c6c bdn ghi chtng thu s6 dugc t4o ra.

- Khi c6 sg c6, c6c df liQu dugc phUc h6i theo c6c tht tUc d5 c6.

5.7.2 Sg cri vd m{y tinh, ph6n mdm v}r dil liQu

Khi c6 c6c sg cO ,C m6y tinh, phAn m6m vi dt liQu, c6c thri tgc xri ly sU c5 dugc

thUc hiQn. M6i sy c6 sE c6 c6c quy trinh xt ly kh6c nhau. N6u sU ci5 nghi€m trgng, f

c6c thri tgc phuc trOi sC dugc thyc hiQn.

5.7.3 Thfr tgc xir lf khi lim mflt/lQ khoi bi mpt 
i

-Khikh6abimfltctiaFastCAnghingclu|m6vt9,FastCAsEthpohiQnthttgcxrily

khi kh6a bi l9. DQi xri ly rU c6 an ninh cria FastCA chiu tr6ch nhiQm tli6u ph6i

thUc hiQn c6c budc trong thri tgc ndy. DQi xri ly sy c6 an ninh bao g6m ngudi tlung

dAu FastCA, ngudi php tr6ch k! thupt vd ngudi phu tr5ch cip phfutchimg thu s6.

- Ntlu chimg thu s6 cria FastCA bi thu h6i, c6c thri tuc sau se dugc thUc hiQn: 
;

+ Tr4ng th6i thu h6i chimg thu s6 cria FastCA sE dugc cdng bO b6i RootCA. :

+ FastCA c6 gang th6ng b6o cho toan b0 thu6 b6o trong hQ th6ng FastCA dung ,

sri dgng c6c chimg thu s6 do FastCA ban hdnh.

+ FastCA xin cAp chimg thu sd m6i tir RootCA vd ban hdnh chimg thu s6 cho

c6c thu6 bao cria minh tlO h9 ti6p tpc sri dqng.

5.7,4 Khi nlng phgc hdi hQ thting sau thim hog

- FastCA thUc hiQn c6c k6 ho4ch dg phdng, dim b6o hopt dQng liOn tgc k€ ci c6

thim hqa. Kis ho4ch ndy dugc xdy dpg ndy dugc ki6m tra, thri nghiQm vd xem x6t

tllnh k).

- FastCA c6 khi ndng phqc hOi ntrimg ho4t dQng quan trgng trong vdng 24 gid sau

khi mQt tham hga'xiy ra. it nh6t ciic ho4t ilQng sau sE dugc phqc h6i:

+ Ban hdnh chimg thu s6.

+ Thu hdi chimg thu s6.
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+ C0ng UO ttrOng tin thu nOi ctrung thu s6.

- Co s& dft liQu cria FastCA phgc h6i th6m hga sE dugc tl6ng bQ v6i co s& dU liQu

chinh trong thdi gian phtr hgp, it nh6t ld mQt ngdy mQt lAn d'6ng bO.

- K6 ho4ch phgc hdi cira FastCA dugc thitit t<ti c6 khi ndng phpc h6i ho4t dQng todn

bO he thiSng trong vdng mQt tuAn.

- FastCA dg phdng c5c thi6t bi phAn crm! vd phAn m€m cung c6p dich vu. Kh6a bi

mflt cria FastCA ctng dugc dg phdng vd duy tri phqc vg cho mpc dich phUc h6i hg

th6ng.

18 XrfumrncsqtroqtilQngctaCAhayM

- Khi kh6ng cdn ho4t dQng, FastCA ho4c RA dung mgi biQn ph6p cti ging th6ng

b6o cho thu6 bao c6c tt6i tugng kh6c tru6c khi dung ho4t dQng. FastCA, RA se c6

ki5 hopch k6t thtc nhdm gi6m thi€u thiQt hai nh6t cho kh6ch hdng. FastCA thpc

hien ki5 ho4ch ktlt thric nhu sau:

+ ChuAn bi th6ng b6o cho c6c thdnh vi6n bi 6nh hudng (thuO bao, RA ntiu cAn).

+ Chiu chi phi cho c6c th6ng brio.

+ 86o qu6n dft liQu luu trii vd bin ghi cria CA trong thcri gian dugc quy ilinh b0i
,Aquy cne nay.

+ Ti6p tuc dich vU h6 trq thu0 bao vd kh6ch hdng t6i khi ciic chimg thu sO do

, FastCA ban hdnh hiSt han.

+ Tii5p qrc dlch vr,r ban hdnh CRL vi duy tri OCSP tdi khi c6c chimg thu s6 do

FastCA ban hdnh h6t han.

+ Thu h6i chimg thu s6 cta thu€ bao n6u cAn thi6t.

+ C6 chinh s6ch tr6 lai tiAn cho thu6 bao bi thu h6i chring thu s6 n6u chimg thu
A,

sO cria hg chua h6t h4n, chua bi thu h6i nhtmg phii thu h6i do kC ho4ch dune

ho4t dQng. Trong trudng hqp c6 thti, FastCA thoa thuiin cirng thu6 bao bi thu

trOi ctrung thu sO v0 viQc thu6 bao chuyiSn sang sri dUng dich vU tpi nhd cung

c6p dich vp kh6c, chi phi vd c6c thri tgc c6n thii5t sE do FastCA d6m nhiQm.

+ Thgc hiQn c6c thri tqc chudn bi trudc khi chuyOn c6c dich vp chimg thyc sang

cho CA kh5c.
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6.1

6.1.1

6. vANon aN ToAt{, ANNnurrcfrgu+r

Slinh khmvircaid?t

An ninh sinh c{p kh6a cho FastCA

O6i vOi kh6a cta nhi cung c6p dlch vp FastCA, citc c{p kh6a se dugc sinh trgc

tii5p tai c6c thi6t bi HSM chuy0n dung dat chudn FIPS 140-2level3.

- ViQc b6o vQ kh6a bi m4t cria CA trong c6c thi6t biphAn cimg chuy6n dpng sC girip

gi6m thi6u nguy co lQ kh6a bf mpt (kd t6n cdng c6 th€ sft dgng kh6a bi mflt cria

CA dC ldm gi6 c6c chimg thu s6 trong todn bQ hQ th6ng). HQ th6ng FastCA hodn

todn tuong thich vdi nhirng nhd cung c6p HSM hdng dAu thti gidi hiQn t4i nhu

Utimaco, AEP, SafeNet, nCipher, Thales...

6,1,2 An ninh sinh cflp kh6a cho thu0 bao

- ThuC bao tg sinh kh6a tr6n thi6t bi an todn d6p ung tOi tnieu ti6u chuAn FIPS 140-2

level 2 nhu PKI Token hoac thitit biHSM, thuQc sy qu6n ly cria thu6 bao.

- FastCA hoflc c6c ilai ly RA cria FastCA hudng ddn thu6 bao sinh kh6a tr6n thi6t bi

PKI Token an todn hoflc thitit bi HSM.

- FastCA kh6ng luu trt U6t tcy kh6a bi mpt (Kh6a bi mflt) ndo cria thu6 bao.

6.1.3 Grh kh6a bi m6t cho thu6 bao

- Kh6ch hdng tg sinh kh6a tr6n thi€t bi USB Token/Smart Card t4i m6y tinh c6

nhdn. Nhu vfly c4p kh6a cria ngudi dung sE chi dugc luu tr0n thiCt bi USB

Token/Smart Card cria kh6ch hdng vd chi chring thu s6 cta ngudi dirng dugc luu

tai hQ th6ng CA Server cria nhd cung c6p dlch vp.

- Trong trudng hqp, c{p kh6a dugc sinh ra tr€n thiiSt bi USB Token/Smart Card cria

kh6ch hdng t4i m6y tfnh c6 nh6n cria ngudi tl[ng ky dich vp, qu6 trinh chuytin giao

kh6a bi m4t tdi nguoi dung cu6i ld kh6ng cAn thitit. Oe Oam b6o th6ng tin truyOn

tai tt hQ thdng CA dtin m6y tinh c6 nhdn ngudi dirng dugc b6o vQ, FastCA tri6n

khai giao thric SS! cho c6c ttit nOi ndy nhim m[ h6a df liQu truy6n tdi trOn dudng

truy6n nhdm trtinh viQc bi d6nh c[p vd thay A6i ttrOng tin. Quy trinh ph6n ph6i

kh6a cho thu6 bao eoi voi trudng hqp c?p kh6a dugc tao b0i thu6 bao nhu sau:

Trang 44169



6.1.4

+ ThuC bao hodn thanh c6c thri tpc v0 itAng ky sri dgng dich vU theo quy dinh ctia

FastCA.

+ ThuC bao nh4n thi6t bi luu kh6a le USB Token qua c6c vdn phong d4i diQn, c6c

dAi lj chinh thric cria FastCA tr6n todn qu6c, ho{c qua dudng buu diQn dim

b6o.

+ Tru6c qu6 trinh sinh kh6a vd truy€n t6i chimg thu tdi thu6 bao, thuO bao se

nhfln dugc mQt m{t khAu do hQ th6ng CA tU ttQng sinh ra (mQt c6ch ngSu

nhi6n) qua thu ctiQn tri. Thu0 bao thyc hiQn nhflp md kich ho4t, dQ ddi kh6a,

loai thitit bi luu trt USB Token OC tictr hopt t4o chimg thu s6 cria minh. Qu6

trinh k6t n6i va luu chuy6n thdng tin gitra hQ thting CA vd m6y tinh c6 nhdn

cria ngudi dirng dugc thgc hiQn qua ttit nOi truy6n th6ng b6o mflt (SSL) nOn

d6m b6o tinh an toin cta th6ng tin.

+ N6u thu6 bao dti lQ ci tdi khodn vd mflt khAu thi cpp kh6a vd chimg thu sE roi

vdo tay ngudi kh6c. Trong trudng hcr,p ndy, tr6ch nhiQm hodn todn thuQc vC

thu€ bao st dpng dich vu. Tuy nhiOn, thuO bao cAn x6c minh th6ng tin vd c6

the li6n hQ v6i FastCA d€ duqc h6 trq cho viQc thu h6i chimg thu d5 bi 10.

+ Sau khi hodn thiQn c6c budc x6c minh th6ng tin thi thu6 bao c6 th6 sinh ra c4p

kh6a mdi vd hQ th6ng CA cta FastCA trt v0 mQt chimg thu s6 cho ngudi ddng

br.

Grii kh6a cdng khai cho FastCA

Khi mQt kh6a c6ng khai tir thu6 bao dugc truyAn tdi FastCA de thgc hiQn chimg

thyc, n6 se dugc grii qua mQt co chti dam bio rang Kh6a c6ng khai ndy kh6ng b!

thay thti trong qu5 trinh vfln chuy€n vd ngudi yOu cAu c6p chimg thu s6 so hiru

Kh6a bi mdt tuong img. Co ch6 dugc sri dpng tl€ gti kh6a cdng khai ld m6t th6ng

diQp dang PKCS#10

Trong trudng hqp sinh chimg thu s6 cho FastCA, cfip kh6a FastCA dugc sinh tr6n

HSM vd gtii y0u cAu ddng ky chimg thu s6 cria FastCA dinh d4ng PKCS#I0 l6n

RootCA Qu6c gia <10 xin c6p chring thu s6 cho FastCA.

Ni5u cflp kh6a dugc tqo b6n phia FastCA, viQc grii kh6a cho CA li khdng cAn thii5t.

Grfi Kh6a cdng khai cfra FastCA cho ngudi nh$n6.1.5
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- Chtmg thu s6 kh6a cdng khai cta FastCA vd RootCA qu6c gia dugc c6ng bO cdng

khai trOn website cria FastCA vd RootCA qu6c gia.

- C6c chimg thu s6 kh6a c6ng khai cria nguoi dirng dugc c6ng bO tr€n kho luu trt
chimg thu s6 cria FastCA, ngudi dirng c6 th6 tai vC OC st dr,rng, khdng cAn co ch6

phdn phdi clflc biQt.

6.1.6 D0 dni cfra kh6a

- Cap kh6a c6 d9 dai dt de ch6ng lpi viQc sri dpng t6n cOng mA dC x6c dinh Kh6a bi

mflt trong su6t thdi gian sri dpng cflp kh6a. FastCA hiQn t4i sri dgng c{p kh6a c6

dq dAi nh6 nh6t tuong tluong v6i 2048-bit trong RSA cho CA.

- FastCA chi ch6p nhfln cflp kh6a c6 d9 dAi tOi ttri0u tuong duong 2048 bitRSA cho

c6c chimg thu s6.

6,1.7 Cic tham s6 sinh Kh6a cdng khai vi ki6m tra ch6t lugng

Qu6 trinh sinh kh6a c6ng khai tudn theo ti0u chudn PKCS#I ddp ung theo ti€u

chuAn dugc quy tllnh t4i Th6ng tu sd 06IZ015/TT-8TTT.

6.1.8 Mgc dich sri dgng kh6a (truong Key Usage cfra X.509 v3)

Xem phdn 7.1.2.1

6.2.1 Ti0u chu6n module mi h6a I

FastCA sri dgng thi6t bi mE h6a phAn cimg chuy€n dung (Hardware Security

Module) dC tuu trf kh6a bi mpt cria FastCA. Thitit bi HSM cta FastCA d5p ring

chu6n chuAn FIPS 140-2 level 3.

6.2.2 Co ch6 ki6m soit kh6a bi mflt

- Co ctrti ti€m sorlt kh6a bi m4t dugc FastCA sri dpng ld co cht) phdn chia role. Bao

g6m c6c Role nhu sau:

+ HSM security officer ( so ): chiu tr6ch nhiQm kh&i t4o HSM, thiiSt lflp vd thay

ooi ctrintr s6ch HSM (dga tr6n Khi ndng ctia HSM), tao vd x6a phdn virng img

dung.
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6.2.4

+ Partition Security Officer ( PO ): chlu tr6ch nhiQm kh0i tao vai trd Crypto

Officer ( CO ) tr6n phdn ving, O4t tai m4t khAu, cdi rlflt vd thay d6i chinh s6ch
A ,^

cap pnan vung.

+ Crypto Officer ( CO ): chiu tr6ch nhiQm khoi t4o vai trd Crypto User ( CU ) tao

-.1 .
vd sfra tl6i cric d6i tugng mdt md trong phdn vtng HSM

+ Auditor ( Au ): chiu tr6ch nhi€m qu6n ly ghi nhat ky ki€m to6n HSM, dQc l4p

vdi c6c vai trd kh6c trOn HSM

+ Crypto User ( CU ): chfu tr6ch nhiQm st dpng c6c d6i tugng mflt mE (mdh6a I

giii md,ky I xdc minh ...) trong phdn virng HSM.

Luu $fr ngoii kh6a bi m$t cfra thu6 bao

FastCA kh6ng luu gi[ kh6a bi mdt cira thuO bao

Dgphdng kh6a bi mft

FastCA se dg phdng (backup) kh6a bi mflt cria minh a6 Oe phdng thim hga vd tryc

tr4c thitit bi. Kh6a bi mflt cria FastCA dugc luu trii dg phdng trong cric thi6t b!

HSM.

FastCA kh6ng dg phong kh6a bi mflt cho RA. Kh6a bf mflt cria thuO bao clugc dp

phdng nhu 6.2.3. Kh6a bi mflt dugc luu trft trong c6c thi6t bf nhu USB Token se

khdng clugc dU phdng.

Luu trt khof bi mft

Khi mQt chimg thu cta FastCA h6t h4n, nhtng cflp kh6a gdn vdi chimg thu 6y se

dim b6o dugc luu trfi trong kho6ng thoi gian it nh6t ld 5 ndm trong c6c module

phAn cimg HSM. Kho6 CA ndy se kh6ng dugc sri dgng trong U6t ty ho4t dQng

ndo cria FastCA.

FastCA kh6ng luu trfi kh6a bi mflt cria RA, cta thu0 bao khi kh6ng c6 y€u cAu cria

ph6p luflt.

Chuy6n kh6a bi mflt

- FastcA gifr kh6a'tr6n mQt HSM vd mQt bin sao kh6a rt0 dg phdng phpc vu cho

trudng hgp phpc h6i hC th6ng trOn mQt HSM kh6c. Kh6a bi m4t s0 dugc md h6a

trong qu6 trinh chuyi5n giha2 HSM.
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6,2,7 Luu kh6a bi mft trong trOn module mfl h6a

FastCA gifr kh6a bi mpt trong c6c HSM, kh6a bi mflt dugc luu trong dpng tlugc

md h6a.

6.2.8 Phuong thgc kich ho4t kh6a bi mft

- Cdc thdnh vi€n FastCA sE c6 c6c biQn ph6p b6o vQ kich hoat kh6a bi mflt phtr ho. p,

cp thiS:

+ OOi vOi thu6 bao: kh6a bi mflt dugc luu trong USB token, viQc kich ho4t kh6a

bi mflt y6u cAu mQt khAu b6o vQ. Khi khdng sri dpng, kh6a bi mflt tdn tai o

dpng mE h6a.

+ O6i vOi quin tri hQ th6ng FastCA /RA: kh6a bi mflt dugc luu trong USB token, I

viQc kich hopt kh6a bi mat yOu cAu mQt khAu b6o vQ. Khi kh6ng sri dqng, kh6a

bi m4t tiin t4i o d4ng m6 h6a.

+ OOi vOi RA: kh6a bi mQt dugc luu trong USB token, viQc kich hopt kh6a bi

mflt y€u cAu mBt khAu b6o vQ vd ph6i x6c thuc dugc it nh6t 2 ngucri qutn tri.

Khi khdng sri dpng, kh6a bi m6t t6n tpi 0 d4ng md h6a.

+ OOi vOi FastCA: sri dpng HSM OC tuu trfr kh6a bi mQt, viQc kich ho4t kh6a bi

mpt y€u cAu c6c md chia s6 theo co ch6 dugc m6t t6 t1i 6.2.2.

6.2.9 Phuong ph6p ngirng kh6a bi mft

- Kh6a bi m4t cria FastCA bi ngtmg kich ho4t khi thi6t bi HSM hay partion chua

kh6a ctia FastCA o chti dQ ngrmg hopt dQng.

- Kh6a bi mpt cta quin tri he thdng, cta RA vd ctia thu6 bao c6 th6 b! ngtmg kich

ho4t sau m5i nhipm vu, sau khi ddng xuAt h0 th6ng'hoflc sau khi loai b6 USB

Token kh6i m5y tinh. Trong mei trudng hop, thuO bao phii c6 nghia vU thr,rc hiQn

c6c biQn ph6p b6o vQ kh6a bi mflt cta minh.

6.2.10 Huf kh6a bi mflt

- ViQc x6a kh6a bi mBt dugc thyc hiQn theo phuong ph6p an todn, dim bio kh6ng

th6 phpc h6i lai khOa da xOa.

- Kh6a bi mdt luu tr6n USB token duoc x6a bing phAn m6m quin tri USB token
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- Kh6a bi mft luu tr6n HSM dugc x6a bang chimg ndng x6a kh6a cria HSM

6.2.11 Dinh gi6 module mi h6a

Xem mgc 6.2.1

63 Cicv6ntldkluflccriavigcqunnffc1p[dr6a

6.3.1 Luu trii h'h6a cdng khai

- FastCA se luu trt kh6a c6ng khai cria minh, cria RA vd todn bQ thu6 bao.

6.3.2 Thdi h4n sfr dgng chftng thu sd vi thli h4n sfr dgng cflp kh6a

- Thdi h4n sri dung cria chimg thu s6 se ki5t thric khi chimg thu s6 dO h6t han ho6c bi

thu h6i.

- Thdi h4n sri dUng cflp kh6a cria thu0 bao gi6ng nhu thoi hpn sri dqng cta chimg

thu s6, ngo4i trir chric ndng gi6i md vd ki6m tra chfr ky sau khi chimg thu s6 h6t

han.

- FastCA khdng ban hdnh c6c chimg thu s6 c6 thoi hpn sri dUng vugt qu6 thdi hpn

sri dpng chimg thu s6 ctia CA.

- Chung thu sd md FastCA cung c6p cho thuO bao tiry thuQc vdo th6a thufln vdi thu6

bao.

6.4 IluliQukichho4t ldr6abimpt

6.4.1 Quitrinh t4o vir cii dit dfrliQu kich hqt

- FastCA t4o vd cdi tlpt d[ liQu kich ho4t (Activation Data) cho kho6 bi mflt sti dgng

nhirng phuong ph6p it6 b6o vQ dt liQu kich hoat AOi vOi c6c ph4m vi cAn thi6t

nhim tr6nh sp m6t m6t, sg 5n cip, sg cdi bi6n, sg ti6t tg tr6i ph6p, hoflc sri dung

tr6i ph6p c6c kho6 bi mflt.

- D6i vdi ph4m vi mQt khAu dugc sri dgng cho dt liQu kich hopt, nhirng nguoi ddng

ky sc thi0t lflp m4t kh6u, nhirng mflt khAu ndy kh6ng d6 ddng bi do6n nhfln hoac bi

t6n c6ng boi ki6u t6n c6ng tir tliOn.

6.4.2 Bio vQ diiliQu kictr hoat
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- FastCA se b6o vQ dt liQu kich ho4t cho nhirng kho6 bi mflt cria h9 bdng c5c

phuong ph6p nhim dC tranh sg m6t m6t, sg 6n cip, sg cii bi6n, sg ti6t lQ tr6i phdp,

ho4c sri dpng tr6i ph6p c6c kho6 bi m$t.

- Thu0 bao dAu cu6i sC b6o vQ dft lieu kich ho4t cho nhirng khori bi m4t trong U6t ct

trudng hgp ndo, O6i vOi pham vi cAn thi6t nham triinh sg m6t m6t, sg dn chp, sp cdi

bitin, sg ti6t l9 tr6i ph6p, hoflc sri dgng t16i ph6p c6c kho6 bi mflt.

- Thu€ bao cria FastCA dugc luu trt kh6a bi mOt dudi dpng md h6a sri dgng USB

Token vi mdt khAu b6o v6.

6.4.3 Cr[c vdn Ad mrec cfra dfr liQu kich ho4t

6.4.3.1 VAn di chuy1n tdi dir ligu kich hogt

- DC chuytin giao c6c dt lipu kich ho4t cho c6c kho6 bi m$t, circ thdnh vi€n

thuQc dlch vr,r FastCA sE sri dUng c6c biQn ph6p ch6ng lai c6q nguy co mhtmitt,

bi d6nh cip, bi sria d6i, bi titlt lQ hopc bi sri dpng tr6i ph6p il6i v6i c6c kh6a

riOng. Trong pham vi m6i trudng Windows vd rldng nhflp m4ng thi sg k6t hqp

t6n sft dpng/m6t khAu (username/password) sE dugc sri dr,rng nhu ld dt lipu

kich ho4t cho thu6 bao cu5i, mflt khAu dugc truy€n tli tr6n m?ng sC dugc b6o vQ

kh6i sg truy c4p cria nhirng thu6 bao kh6ng dugc ph6p.

6,4.3,2 Hu!, dfr ligu kich hogt

- Dfr liQu kich ho4t kh6a bi mflt cta CA sE bi vO hiQu ho6 bing c6ch sri dpng

, biQn ph6p nham chting l4i nguy co m6t m6t, bi d6nh cip, bi sria d6i, bi ti6t lO

hoac bi st dgng tr6i ph6p O6i vOi c6c kho6 bi mQt md dt ligu kich hoat d6 b6o

vQ. Sau khi h6t thdi gian luu trtr, dich vu FastCA sE vd hiQu ho6 dO liQu kich

ho4t bing c6ch ghi dd hoflc ti6n hdnh huf vQt ly.

Ki6m soitan ninh hQthtingmfytinh

Dich vU FastCA thgc hiQn tit ch c6c chric ndng cria CA vd RA trOn c6c hQ th6ng

d6ng tin cQy tt6p img dugc c6c yOu cAu vC b6o mpt cria FastCA. Circ thu0 bao t6

chric phii sir dpng hQ th6ng d6ng tin cpy.

Trung tdm xri lf phii dim bio chic chin r6ng c6c hQ th6ng chria phAn m0m CA vd

c6c tQp dfi liQu ld hQ th6ng d6ng tin c4y ch6ng l4i c6c truy c4p tr6i ph6p, di6u ndy

c6 th6 dugc gi6i thich theo yOu cAu. Th€m vdo d6, trung t6m xir ly ctng gi6i h4n
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t6i da c6c truy cQp tt6n m6y chri chinh vdi nhiing ly do quyAn han dC truy cpp.

Thu€ bao th6ng thudng se kh6ng c6 tdi kho6n tr6n mtiy chri chinh.

- Trung tdm xri ly sE tpo ra circ mAng trich biQt vC mflt logic'vdi nhirng mAng kh6c.

SU t6ch biQt ndy nhim ngdn chfln truy cQp m4ng trrli ph6p, ngo4i trir cilc ti6n hdnh

img dpng tl6 dugc dinh nghia. Trung tdm xri ly sE sri dUng tudng hia tl0 b6o vQ hQ

thdng mang tru6c nguy co xdm nhflp tt b6n trong ldn b6n ngodi. Trung t6m xri l;f

se y0u c6u sri dUng mflt khAu c6 dQi dAi t6i thi€u vd kt5t hqp giiia cht c6i v6i c6c

ky tU dfic biQt, vd y6u cAu m{t khdu phii dugc thay ddi trong mOt kho6ng thoi gian

nh6t dinh vd khi cAn thi6t.

6.6 Gi6msflthQttr6nganninhm?ng

I- ViQc ttritlt ti5 an todn chung cho hQ th5ng, FastCA dya tr6n cdc ti0u chuAn an todn I

nhu ISO 27OOl ee tnii5t kti, c6 c6c msc sau:

+ Chinh s6ch an ninh mang.

+ Tudng hia Firewall.

+ Di0u khi6n img dgng (Application Control) i

+ Phdng ch6ng Antivirus. ;

j

+ H9 th6ng cflp nhQt btn v6.
t
i+ HQ th6ng ghi log tpp trung

- DUa vdo c5c thdnh phAn ndy, hQ th6ng an ninh mAng cria FastCA dugc x0y dpg
OC Oam b6o c6c y0u cAu:

+ An todn vd tin c{y

+ Ngln chfln c6c t6n cdng trong vd ngodi mAng hiOu qu6.

+ Chinh s6ch an ninh m4ng th6ng nhAt ch6t chO.

+ Tinh sEn sdngcao cria hQ th6ng gg,ggoA

+ OE dang b6 sung th€m c6c thdnh phAn (module) vd ndng c6p.

+ Kh6ng ldm giim vd 6nh hudng di5n hiQu su6t (Performance) cria toirn m?ng.
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+ OE dang c6 lfp nhting rli6m bi t6n c6ng vi t6n thuong.

+ Quin l! tdptrung, t?o c6c b6o c6o an ninh OE tri€u tudng minh vd chinh x6c.

+ Khi ndng m0 rQng:

+ OE dang m& rQng vi bO sung c6c thiet bf Firewall.

+ D6 dang m& rQng vd b6 sung c6c thi6t bi ch6ng th6m nhap tr6i ph6p tr6n m?ng

IPS.

+ DE dang bd sung c6c Module khiic khi m4ng lu6i ph6t tri6n.

6J TimeShmpiry

Chung thu s6, CRL vd ban ghi co s0 dfi li6u chimg thu sO bi thu hoi chria thong 
I

tin ngdy gid. Th6ng tin thdi gian kh6ng cAn clugc m6 h6a.
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DAc rAvE anrNc rnUsO, cru., v

D4cdv0chringthurf

- Chung thu c6 tfre ni6u dcrn gi6n mQt mdu tin cung c6p nhdn d4ng cta ngudi s0 hiru

kh6a c6ng khai. Gi6ng nhu t6m hQ chitiu hay chring minh thu, chimg thu s6 cung

c6p bing chimg nhdn d4ng cria m6t ngu.oi hay mQt thgc th6. Chtmg thu dugc ki vd

dugc luu chuytln boi mQt tO chric thri ba d6ng tin cfly gqi ld nhd cung c6p chimg

thu s6 - CA. Dtin chtmg ndo md c6 ngudi grii vd ngudi nhfln cdn tin tu0ng vdo

CA, thi kh6a cdng khai cria ngudi dugc c6p chimg thu v6n c6 gi6 tri khEng dinh

ngudi d6.

- Cdu trfc chung cta chimg thu s6

l;;is,-d
l. !r issuer

l-;rs"^#rsea IIJSTI I

I oiiti'sriih"o I

l1rySorc,l I

I,r"^ri---l
I optiond 

I

- CAu tnic chimg thu sO cria FastCA dugc xdy dung theo chuAn X.509, bao g6m

nhirng trudng th6ng tin chinh sau:

Truilng th6ng tin Gi6 triff nghia

Serial Number Gi6 tri ld duy ntrAt d6i v6i m6i chimg thu s6 do
FastCA ban hdnh

ffi
L;gJ

ffilsl
ffit
tlniqrx lueruinarlE
l***ffi*,IElwt
@

validity pedsd:
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Trudng th6ng tin Gi|triA/ nghia

Signature Algorithm Dinh danh (OID) cira thuflt to6n dugc sri dpng de ky
l6n chime thu s6 (xem phAn 7.1.j)

Issuer DN Xem phdn 7.1.4

Valid From Thoi di6m bdt ddu chimg thu s6 c6 hiQu luc, theo gid
UTC

Valid To Thoi di6m net nigu luc cta chimg thu s6, theo gid
UTC

Sub.iect DN Xem phdn 7. 1.4

Subject Public key Kh6a c6ng khai, dugc m5 h6a phu ho. p v6i RFC
5280

Signature ChU ky cta FastCA, duoc md h6a phu ho. p v6i RFC
5280

7.1.1 Phi6n bfln

- Chung thu s6 cria FastCA sri dqng phiOn bin cria chring thu sO X.509 Version 3.

7.1.2 Truong mfrrQng

- FastCA ban hdnh chring thu s6 X.509 phi6n b6n 3 v6i phAn md rQng dugc quy

dlnh nhu sau (tir mgc 7.1.2.1 d€n7.1.2.8):

7.1.2.1 Key Usage

:

- Chung thu s5 X.509 phi6n b6n 3 ducyc ban hdnh theo RFC 5280. PhAn md rQng :

KeyUsage trong chimg thu s6 theo b6ng sau.
i

- Chrmg thu sd do FastCA ban hdnh c6 sri dung truong KeyUsage

Trulng thdng tin
Chtmg thu sO cir

nh6n vd t6 chric

Chung thu sO

Web Server
(ssL)

Chung thu s6 ky
m5 phdn m6m
(CodeSigning)

digitalSienature C6 C6 C6
nonRepudiation C6 C6 C6
kevEncipherment C6 C6 Khdne
dataEncipherment Kh6ne Kh6ne Khdns
keyAgreement KhOne Kh6ns Khdne
keyCertSign KhOng KhOne Khdne
CRLSien Khdne KhOne Khdne
encipherOnly Kh6ne Kh6ne KhOne
decipherOnly Kh6ne KhOne Khdne

7.1,2,2 Certificate policies
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- Chung thu s6 do FastCA ban hdnh kh6ng c6 trudng m6 rQng ndy.

7.1.2,3 Subject Alternative Name

- PhAn m0 rQng subjectAltName cta chimg thu s6 dugc g6n gi6 tri theo RFC

5280.

7,1.2,4 Basic Constraints

- PhAn m& rQng Basic Constraints cta chimg thu s6 ilugc gin gi|tri theo RFC

5280.

7,1,2.5 Extended Key Usage

- Trudng m0 rQng ExtendedKeyUsage trong chimg thu sd dugc c6u hinh v6i giri

tr! th0 hiQn mgc rlich sri dung cria chimg thu s6, chi ti6t bi6u di6n trong bing

dudi rl6y.

Trudng th6ng tin
Chung thu sO cir

nhdn vd td chtc

Churg
Web
(ssL)

thu s6

Server
Chrmg thu s5 ky

- rX Ima pnan mem
(CodeSigning)

ServerAuth Kh6ne C6 KhOne
ClientAuth C6 C6 Kh6ns
CodeSisnine KhOne Khdns C6
EmailProtection C6 Kh6ns Khdns
TimeStampine Khdns Kh6ne Kh6ne

7.1.2.6 CRL Distribution Points

- Chung thu sO do FastCA ban hdnh trudng c6 md rQng cRlDistributionPoints

chfta URL vi tri md ngucri nh4n c6 th0 l6y du-o. c CRL OC tiOm tra trang th6i cira

chimg thu s6.

7.1.2,7 Authority Key ldentilier

- Gi6 tri cria trudng ndy ld dlnh danh chimg thu sd cfia FastC A, gi6tr! ndy trung

vdi trudng Subject Key Identifier trong chimg thu cria FastCA do Root CA ban

hdnh.

7,1,2,8 Subject Key ldentilier

- Gi6 tri dinh danh chimg thu s6 do FastCA ban hdnh.

7.1,3 Cdc thu4t tor[n lcf
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- FastCA ky l6n cric chimg thu s6, sri dpng thupt to6n sau:

+ sha256withRSAEncryption OBJECT IDENTIFIER'::: {iso(l) member_
body(2) us(840) rsadsi(t t3i4g)pkcs(l) pkcs_t(l) 1 l)

- Thri tpc ky chimg thu s6 6p dpng lugc d6 RSASSA-psS dugc quy dinh trong
PKCS #l phi6n bhn2.l

- Phi6n b6n cria FastcA h6 trq sri dgng thuflt to6n m6 h6a sHA-256, sHA-3g4 vd
SHA-512 trong chimg thu s6.

7.1.4 Khu6n d4ng tOn

- FastcA ban hdnh chimg thu s6 vdi truong Issuer vd Subject Distinguished Name
md ti trong phAn 3.1.1. Ngodi rd, chfug thu sti thudng c6 th0m trudng
Organiztional Unit.

7.1.5 Ring buQc t6n

- FastcA kh6ng quy dinh cp thi5 ciic rdng buQc cho viQc d4t t6n.

7.1.6 Dinh danh chinh s6ch vi quy ch6 chrtug thusri

- chtmg thu s5 do FastcA ban hdnh kh6ng c6 truong m6 rQng ndy. j

7,1,7 Sfr dgng ring buQc m0 rQng chfnh s6ch chrfug thu sii

- FastcA kh6ng quy dinh c6c rdng buQc sri dung truong m6 rQng chinh s6ch chimg l

thu s6. i

7.1.8 Cri phfp vi ngit nghia cria chinh sdch phfln lo4i

- FastcA ban hdnh chimg thu s6 tudn theo c6c quy dinh trong quy chti chimg th*c
ndy vd c6c th6a thufln v6i thu6 bao, th6a thufln v6i ngudi nhfln liOn quan.

7.1.9 Xfrly ngft nghia cfra cdc t.fong m0 rQng chinh sr[ch chring thus6

- FastcA kh6ng quy dinh vo xri ly ngft nghia truong md rQng chinh srich chimg thu.

72 E{ctiv6 CfU
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CRL do FastCA cong bo tudn theo chuAn ITU-T x.509 vd ciic quy dfnh cta RFC

5280. t6i thii5u, CRL do FastCA c6ng b6 co citc trudng vir gi|tri theo bing du6i

oay.

Trudng th6ng tin Gi6 triff nghia

Version Phi6n bin cria CRL lA Version 2

Issuer Nhd cung c5p FastCA

Effective Date Ngdy Uat AAu c6 hiQu lgc

Next Update Thdi gian c6 CRL ti€p theo

Signature Algorithm Thupt to6n di5 ky CRL ld sha256RSA

Signature Hash

Algorithm
Thuflt to6n d6 hash ld sha256

Revoked Certificate

Danh s6ch chimg thu bf thu h6i, dugc liet kC bing
c5c s5 serial number cria c6c chimg thu s6 bi thu h6i

vd ngdy thu h6i

7.2.1 Phi0n bin

FastCA ban hdnh X.509 Version 2 CRL.

7.2.2 CRL vi c{c trudrng m& rQng cria CRL

CRL do FastCA ban hdnh kh6ng c6 quy rtinh vC c6c trudng m& rQng.

73 O{cAvOOCSn

OCSP ld giao thric cho phdp l6y th6ng tin c4p nhat vC trpng thSi thu h6i cria mQt

chimg thu s5 cp th€. Dich vu OCSP (OCSP Responder) tudn theo RFC 2560.

7.3,1 Phi6n bin

FastCA cung c6p dich vU OCSP Version 1 theo Rf'C 2560.

7.3.2 Phin m0 rQng OCSP

Kh6ng quy dinh.
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8. rduroANrcfmuar

- ViQc ki6m to6n k! thupt vti c6c ho4t tlQng FastCA duqi thUc hiQn illnh kj, hdng

nlm hoflc theo y€u cAu tt RootCA.

- Ngodi c6c ki€m dinh tr6n, FastCA c6 th6 thUc hiqn nhirng ki6m rtinh k! thuAt kh6c

OC Oam b6o tinh tin cQy cta FastCA. C6c ki6m todn k! thuflt d6 c6 th6 dugc thUc

hiQn boi mQt c10n vi b€n ngodi.

8.1 Tflnsu,itvisflcdnhhutingelnhgakythu$t

C6c cuQc ki6m to6n qu6 trinh tudn thri ilugc ti6n hdnh it nh6t m6i n[m m6t lAn vdi

chi phi php thuQc vO thUc th€ duqc ki0m to6n.

82 llanhtinhvi khi ningcria nguoikiOmto6n kythu?t

Nguoi thuc hiQn ki6m to6n k! thu4t tlugc chi dinh boi RootCA dO thgc hiQn c6c

^ ,.1
cuQc ki0m to6n k! thuQt FastCA.

83 Miii quan hQ giiia nguoi h0m toin kf thuflt vi thp th6 du .or ki6m to6n

Ki0m torin k! thuflt dugc thuc hiQn boi nhirng ngudi kh6ng phu thuQc vdo FastCA.

8/ CfcnQidungki6mtoin kyflu$t

Cdc linh vuc duoc kiOm to6n k! thupt bao g6m: ha tAng hQ th6ng, c6c quy trinh

quin ly kh6a, quy trinh vfln hdn hQ th6ng vd c6c nQi dung kh6c theo y€u cAu kh6c

cta don vi ki€m to6n k! thupt.

85 Xfr$kliptuflthi0nsaiSt

- Sau khi c6 b6o c6o ki6m toSn k! thuflt, FastCA sE ldmviQc v6i RootCA vC nhirng

nQi dung chua phir hgp.

- FastCA se nghiCn cr?u vd dC ra vd thuc hiQn phuong iin xri lli nhirng nQi dung chua

phu hgp trong thoi gian th6ng nh6t vOi RootCA.

- Dich vg cria FastCA sE b! ngimg trong c6c tinh hu6ng sau:

+ B6o c6o ki0m torin k! thuflt cho th6y c6 l6i nghi0m trgng c6 th€ 6nh hudng

ngay l4p tric t6i an an ninh cria hC thdng FastCA.
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+ FastCA thgc hiQn ki5 hoach xt ly nhung kh6ng c6 kiSt qu6.

&6 Thdnghflokftquf,

Brlo cr{o kiSt qui ki6m toan k} thuflt dugc FastcA c6ng bo tai website:

http://fastca.vn
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vAN on rmloxc uar va uilp l,

9.1

9.1.1

L0phi

LQ phi cdp Chfng thu ho{c gia hln Chring thu sii

Khrich hdng sri dung dfch vp FastCA ph6i tri phi khi xin c6p chimg thu, qudn ly

vi t4o mdi chimg thu cho nhd cung c6p. Mric phi sc tiry thuQc vdo hgp d6ng d6i

vdi tring thu0 bao.

9,1.2 LQ phf truy c{p Chringthusii

C6c thu6 bao cria FastCA vd RA kh6ng phii tr6 phf tlC truy cflp chimg thu hay dlch

vu cung c6p th6ng tin chimg thu truc tuytin cho d6i t6c tin cQy.

9.1.3 Phi truy c$p thong tin vG tryng thdi chfng thuvi vigc thu hdi chring ttru.

- FastCA sE kh6ng thu phi cho viQc cdng bd CRL.

- FastcA se thu phi cung c5p dfch vr,r ocSP ho{c c6c dich vp tiQn ich kh6c.

- FastCA kh6ng cho ph6p b6n thri ba truy nhpp vdo thdng tin CRL, OCSP ho4c

th6ng tin kh6c cta FastCA vdi mgc dich cung c6p c6c s6n phAm hay dich vg md

kh6ng c6 sg cho phdp cria FastCA bing v6n b6n.

9.1.4 LQ phi sfr dgng cho c6c dich vg khic

- FastCA kh6ng thu phi truy c4p vdo quy chti chring thuc cria minh. FastCA git bin
x.quy€n cing v6i c6c tdi liQu kh6c do FastCA cdng b6.

- ViQc sri dung quy ch6 chimg thgc ctia FastCA vdi c6c muc dich kh6c nhu sao

chdp, phdn bO l4i, sria chta hoflc tpo m6i cilc c6ng vi6n phrit sinh sC ph6i dugc sg

cho ph6p cria FastCA.

9.1.5 Chinh sdch hoin tri phi

- ThuC bao c6 th6 y6u cAu FastCA thu trOi ctrtmg thu s6 vd hodn lai phi trong c6c

trudng hcr. p sau:

+ Trong vdng 30 tt ngdy ban hdnh chimg thu s6

+ N6u FastcA vi phpm di6u kho6n trong h-o. p d6ng v6i thu6 bao

- FastCA thUc hi6n viQc hodn phi cho thu0 bao theo c6c diOu kho6n th6a thudn vdi

thu6 bao.
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92 Tn[chnhi0mv60ichi,nh

- FastCA se duy tri tinh thuong mpi h-o. p ly cho c6c mric bao niem OOi vOi cric l6i

hay thitiu s6t, hoflc th6ng qua ciic chuong trinh b6o hi0m l5i hay thii5u s6t vdi c6c

h6ng b6o hi€m ho{c tg cam k6t b6o hi€m. C6c y6u c6u b6o hiOm ndy khdng 5p

dpng v6i c6c t6 chric chinh tr!.

- FastCA d5 thyc hiQn b6o ldnh thanh toSn ctia mQt ngdn hdng thuong m4i ho4t

tlQng t4i ViQt Nam kh6ng dudi 5 (nam) ty rl6ng, tt0 giai quyiSt c6c rrii ro vd c6c

khoin dOn bn c6 th€ xhy rutrong qu5 trinh cung c6p dich 4r vd thanh to6n chi phi

tii5p nh0n vd duy tri ccv s0 dfr li6u cria FastCA trong trudng hqp bi thu h6i gi6y

ph6p.

93 Tinh bio m$tcriattr6ngtin kinhdoanh

9.3.1 Ph4m vi cia thdng tin cAn bf,o mft

- Nhirng th6ng tin sau dugc coi ld th6ng tin bi mflt:

+ C6c thdng tin dugc y6u cAu bcri ph6p luft.

+ Hd so dAng ky c6p chtmg thu sd.

+ Bi€n bin giao d!ch.

+ Nhat hy ki6m tra FastCA.

86o c6o ki€m tra FastCA.

+ K6 ho4ch aoi ptro vdi su c6 vd ktl hopch khoi phpc l4i sau th6m hqa.

+ Phucrng phSp <ti6u khiOn hopt dQng c6c thdnh phAn FastCA: phAn cimg, phAn
)..

m€m vd quin tr! cria dlch vr,t cria FastCA.

9.3,2 Thdng tin khdng nim trong ph?m vi cfra qu{ trinh dim bio tinh m$t

- C6c th6ng tin kh6ng duoc coi ld bi mat.

+ Chtmg thu s6, trang th6i thu hdi cria chimg thu sO vd th6ng tin tr4ng thrli kh6c,

dla chi luu trii.cria FastCA vd th6ng tin tr6n d6.

+ Kh6ng dugc chi 16 trong pnan e.:.1 dugc coi ld kh6ng bi mflt.

9.3.3 Trich nhiQm bf,o vQ thdng tin mft
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FastCA dim b6o an ninh cho ciic th6ng tin ri€ng tu kh6ng bi ti6t lO.

9.4 Bf,omftcriatlr6ngtinc[nhfln

9.4.1 K6 hopch tlim bio thdng tin cr[ nhfln

Chinh s6ch b6o mpt <lugc c6ng bO tr6n trang Web cria FastCA.

9.4.2 Ph4m vi c6c thdng tin bi mflt

MQi th6ng tin thu6 bao khdng dugc c6ng b6 qua nQi dung cria chimg thu s6, dich

vu Directory va CRL dugc coi ld bi m4t.

9.4.3 Nhiing thdng tin khOng bi mgt

fdt ca c6c thdng tin dugc c6ng khai trong chimg thu dugc coi nhu kh6ng ph6i ld

th6ng tin bi mflt.

9,4.4 Tr{ch nhigm bio vQthdng tin riOngtu

FastCA thgc hiQn c6c biQn ph6p dim b6o an ninh cho c6c th6ng tin bi m4t cria thu6

bao, tudn theo y€u cAu cria luflt ph6p.

Nhirng ngudi tham gia vdo dich vU FastCA nhfln ciic th6ng tin mflt phdi dim b6o

tinh mQt cho nhirng th6ng tin ndy kh6ng bi titit lQ vdi b0n thri 3 vd phii tudn theo

nhfrng lu4t ri6ng tu trong pham vi quyAn h4n cria minh. S

C,,

9.4.5 Thdng b6o vi cho ph6p sfr dgng th0ng tin mgt 
l
:'

Th6ng tin bi mflt se kh6ng duoc sri dUng md kh6ng c6 sg cho ph6p cria ngudi s& I

hfru thdng tin ho{c tlai tliQn sd hiiu thdng tin d6, trir nhirng trudng hcr-p dugc quy

tlinh trong quy chi5 ndy hoflc trong c6c th6a thupn cU th€.

9.4.6 Cung cdp thdng tin mft theo yOu cAu cfra cria coquan luft phdp.

FastCA sC cung c6p th6ng tin bi mpt n6u c6 y€u cdu cria co quan ph6p luflt c6

th6m quy€n vd tudn thti theo quy dlnh cria ph6p luflt.

9.4.7 Cic tinh huiing cung c6p th0ng tin khdc

FastCA kh6ng cung c6p th6ng tin cho c6c d6i tugng ndo kh6c ngodi d4i diQn c6

th6m quy€n cta phdp lupt
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95

9.5.1

Quy6ns&hiiutritue

Quydn sfi huu thdng tin chrfrng thu sd vi th6ng tin thu triii ctrring ttrir.

FastCA git mgi quy6n s& hiiu chimg thu s6 vd th6ng tin thu trOi ma FastCA phSt

hdnh ra.

- FastCA cho ph6p thu6 bao vd d6i t6c tin cQy sti dUng c6c th6ng tin thu h6i tlO thUc

hiQn chric ning cria minh tudn theo thoi thupn sri dgng CRL.

9.5.3 Quydn s0 huu tOn

9.5.2 Quy6n silhuutrong CPS

FastCA git mgi quyAn sd hiru tri tuQ quy chti chimg thpc ndy.

D6i tugng dAng kf chimg thu sO phii c6 quy€n scr htu v€ nh6n hiQu dlng klf, nhan

hiQu dich vg, hoflc t€n t6 chric (danh nghiQp) trong don xin c6p chimg thu s6 vd

t6n dflc trtmg trong chimg thu sti.

9.5.4 Quy6n sil hiiu kho{

C[p kho6 tuong img v6i chimg thu sO cria FastCA, RA, thu6 bao dugc s0 hftu b0i

chinh rtOi tuqng ld chir th6 cria chimg thu sO d6.

9.6 Tuy6n b6vircam kiit

9.6.1 Tuy6n bii vir cam t6t cta FastCA

- Dich vg FastCA bio dim:

+ Kh6ng thay d6i thdng tin d[ng ky chtmg thu sO dugc cung c6p bOi d6i tugng

ddng ky.

+ Kh6ng c6 16i trong qu6 trinh duyQt vd ban hdnh chimg thu s6.

+ Chung thu sO do FastCA ban hdnh tt6p rmg c6c y€u cAu trong quy chi5 ndy.

+ Cung cAp dich vp thu trOi va cho ph6p sri dqng dia chi luu trt phu hgp vdi quy

ch6 chimg thuc ndy.

- Chiu tr6ch nhiQm v€ viQc qu6n ly vd x6c minh c6c di0u kiQn hopt dQng cria RA

theo quy dlnh cta ph6p luflt.

9.6.2 Tuy0n bii vi cam X6t cfra nt
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- RA r16m b6o ring:

+ Kh6ng thay il6i th6ng tin ddng ky chrmg thu s6 dugc cung c6p bOi d6i tugng

dang (f.

+ Kh6ng c6 l6i trong qu6 trinh duyQt hO so xin c6p chimg thu sd vd qu6 trinh grii

th6ng tin cho FastCA.

+ Tudn tht theo quy trinh qudn ly vdng ddi chimg thu sd cria FastCA.

- RA c6 tr6ch nhiQm ky h-o. p ddng v6i FastCA. Trong hqp d6ng c6 quy dinh:

+ Loai chimg thu sd md RA dugc ph6p tham gia cung c6p.

+ C6c bu6c trong quy trinh c6p ph6t chring thu sO RA rlugc thgc hiQn.

+ Chrmg thu s6 chi dugc c6p sau khi FastCA dd nh$n dAy dri hd so cria thuO bao,

vd th6ng tin thu€ bao dugc thAm dinh.

+ Cam ktit cta RA v6i FastCA dfng nhu trong hqp d6ng dA ky vd theo quy dlnh

cria ph6p lu{t.

+ Nhdn vi€n RA tryc titip tham gia vdo quy trinh cung c6p chimg thu sO ph6i c6

hi€u bitit ph6p luat vO cht kf s6 vd dich 4r chimg thgc chtr ky s6.

9.6.3 Tuy0n b5 vi cam t<6t cfra thuO bao

- Thu€bao dimb6oring:

+ Khi ky: st dgng kh6a bi mQt tuong img vdi kh6a c6ng khai trong chimg thu s6;

tai thdi tli6m ky, thu6 bao ch6p nhfln chring thu s6 vd chfng thu sO dang c6

hiQu lyc (kh6ng hi5t han hoac bi thu h6i).

+ Khoa bi mQt cria minh dugc b6o vQ vd khdng cho nguoi kh6c sti dUng.

+ Mgi th6ng tin cung c6p b0i thu0 bao ld dring.

+ St dpng chimg thu sO dring mqc dich cta chimg thu s6, phu hgp vdi quy dlnh

cria ph6p luflt vd quy chi5 chimg thyc ndy

+ Kh6ng sri dprig chimg thu s6 duqc c6p thUc hiQn c6c chric ndng cria mQt CA.

+ Khdng sti dgng chfng thu s6 vdo c6c mpc dich gih m1o, gian lQn, ...tr6i v6i

ph6p luflt.

I
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- Th6a thufln thu6 bao c6 th6 bao gdim thOm nhirng di€u kho6n kh6c. NQi dung th6a

thuQn thu0 bao dugc trinh bdy trong phdn php lpc.

9.6.4 Tuy0n b6 vi cam kdt cria cdc tltii tuqng khdc

Ngodi FastCA, RA vd thu6 bao; kh6ng c6 tuy€n b6 vd cam ktit cria d6i tugng ndo

kh6c dugc FastCA quy d!nh.

9.7 ttch6imcnnhiGm

FastCA kh6ng quy tlinh cU thi5 vC viQc tir chdi tr5ch nhiQm.

9.8 Gi6ilanbdithuungcriaFastCA

- Trong pham vi dugc cho phdp bdi ph6p luQt, th6a thufln thuO bao se gi6i hpn

khoin ti6n d6n bir cta FastCA. Trong mgi trucmg h-o. p, khoin tiAn md FastCA ph6i

trd cho c6c ddi tugng kh6ng vucrt qu6 c6c ngu0ng theo bing dudi ddy:

Loai chrine thu s6 Khoin ti6n si6i han nhii trf,

Chung thu s6 C6 nhdn/T6 chric 5.000 usD

Chung thu s6 Web Server 10.000 usD

Chung thu s6 ky phAn m0m 10.000 usD

Kho6n ti6n phdi tr6 cho thu6 bao dugc quy dlnh trong th6a thufln thu6 bao tuong

ung.

9.9 V6nAOU6ithuurEcta tdu{ch hingcho FastCA

- Khi ph6p luflt y€u cAu, kh6ch hdng phii bdi thudng cho FastCA ntiu xu6t hiQn:

o CunB c5p thOng tin kh6ng thing khi dang ky c6p chimg thu s6.

o Thu0 bao c6 l5i trong viQc b6o vQ kh6a bf mQt.

. L6i cria kh6ch hdng trong viQc b6o vQ kh6a bi mflt, hoflc kh6ng thgc hiOn c6c

biQn ph6p phdirg ngira cdn thi6t OC tr6nh gdy hflu qu6.

o Vigc sti dqng t€n cria kh6ch hAng (ke c6 viQc kh6ng gi6i hpn tOn chung, t6n

midn, hoflc dia chi thu iliQn tri) vi pham quy6n sd hiru tri tuQ.

\
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- Hqp <t6ng vdi kh6ch hdng c6 th€ c6 nhimg b6 sung kh6c.

9.10 VAnAOUOifiruungctaq{cd6itictinc|y

- Khi dugc phdp luflt cho phdp, bin th6a thupn v6i it6i t6c tin cfly sE y0u cAu bdi

thudng cho FastCA hay c6c thdnh phAn tham gia dich vU FastCA nhu RA n6u:

. L6i cria ddi t6c tin cfly trong viQc thgc thi tr6ch nhiQm, quy6n h4n theo hgp

d6ng thoa thupn itd dugc ky.

. L5i cta d6i t6c tin cfly trong viQc ki6m tra trang th6i cria chimg thu t16 x6c dinh

chimg thu dd h6t han hay b! thu h6i.

- Th6a thuQn vdi il6i t6c tin c4y c6 th6 bao g6m th6m mQt s6 nghia vq kh6c.

9.11 Thdil4nhitOAuveUSttriQuqr

9.11.1 Thdi h4n Uit Oau c6 hiQu lqc

Quy ch6 chimg thu s6 ndy c6 hiQu luc khi dugc cdng b6 tr6n trang Web cria

FastCA. C6c sp b6 sung cho quy chtl chimg thu sd ndy c6 hipu IUc khi dugc c6ng
,i
DO.

9.11,2 Thdi hgn tr6t tri$u tgc

Quy chi5 ndy sE v6n cdn hiQu lpc cho dtin khi itugc thay thi5 b0i mQt phi6n bdn

mdi.

9.11.3 Anh huong cfra cta quy ch6 chfng thr;c sti tr6t triQu lgc

Khi quy chtl ndy trtlt trigu luc, c6c tti6u khoin cria n6 v6n dugc 6p dpng cho c6c

chimg thu s6 ilugc ban hdnh trong thdi hpn cia quy chti ndy cho d6n khi chimg thu

sO trtit h4n hoflc b! thu h6i.

9.12 Thdng h{o vi tao tl6i tt6ng tin gifla q{c thinh

vEn

Trt khi dugc quy dinh rd rdng, c6c thdnh vi6n FastCA se sri dUng ciic phuong

ph6p 1i0n l4c hqp ly, tuy thuQc mfc clQ nguy c6p vC nQi dung cria th6ng tin c6n li0n

lac.
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9.13 Bdsungvhsuatl6i

9.13.1 Thfr tgc bd sung

- Quy chti ndy dugc b6 sung, sta doi boi FastCA. NQi dung sria d6i dugp luu tai

website : https ://fastca.vn

- Ngi dung sria d6i sE thay th6 c6c ndi dung trong c6c di0u khodn tuong duong trong

phi0n bin quy chii chtmg thpc tuong img vd mqi tdi liQu li6n quan kh5c.

9,13.2 Coch6 vir thdi h4n th6ng brlo

- D6i vdi c6c thay <t6i kh6ng quan trong nhu thay d6i URt, th6ng tin li€n hC, l5i in

6n... FastCA c6 quyAn thay rtdi quy chti md kh6ng cAn th6ng b6o v0 sg thay d6i.

- pOi v6i c6c thay d6i theo d0 xu6t tU c6c thdnh vi6n, FastCA se xem x6t y0u cAu

thay rt6i. Ntiu quy chi5 cdn thay d6i, FastCA sE dua ra thOng b6o v0 sp thay d6i

ndy.

- Trong mQt s6 trudng hqp d?c biQt, li6n quan tdi an ninh cta hQ thdng, FastCA se

thpc hiQn sp thay d6i quy ch6 ndy lflp ttic, sau d6 se thdng b6o cho c6c thdnh vi0n.

9.13,2,1 K! hqn sdp y

C6c thdnh vi6n cta FastCA dugc quy6n g6p;f cho quy ch6 chimg thu sO trong

vdng 15 ngdy ttr ngdy quy ch6 dugc c6ng b6.

9,13,2,2 Ca chd qudn ly S,6p y

FastCA sE xem xdt mgi g6p y stia d6i. FastCA sE thpc hien mOt trong c6c tinh

hu5ng sau:

+ Kh0ng thay d6i gi g6p y ban dAu; ho{c

+ Sfta d6i nhirng g6p y sta d6i vd cdng bO tpi chfng; ho4c

+ Hriy b6 e6p !,stia d6i.

g.13.2.3 Ct{c tinh huiing mi illnh danh quy chif chrtng thyc phdi thay iltii

Dinh danh quy chti chimg thgc dugc thay rt6i theo yeu ciu cria FastCA.

9.14.1 Thfr tgc tranh chffp giiia FastCA vfi RA
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- Tranh ch6p giiia FastCA vd citc RA sE dugc gi6i quytlt theo c6c di6u khoin dugc

quy dinh trong hqrp ddng th6a thuQn giiia FastCA vd RA.

9.14.2 Thfr tgc tranh ch6p giua FastCA vfi nguoi dirng cu6i

- Tranh ch6p gitra FastCA vd ngudi dirng cu6i se dugc gi6i quy6t theo c6c didu

kho6n dugc quy dinh trong th6a thufln gitra FastCA vd thu6 bao.

9.15 Ptulpluet

Ph6p luat ViQt Nam sE dugc sri dpng trong mgi trudng ho. p, k€ ci c6 li€n quan iltin

c6c yi5u td nudc ngodi.

9.16 Phihgpv6iptr"flpluflthiQnhanh

N6u c6 quy <tinh trong quy ch6 ndy xung dQt vdi quy dinh cria'c6c v[n bin ph6p

ludt, hic ndy quy dlnh ctia vdn bin ph6p luft s0 c6 hiQu lgc.

9.17 Nhftrgdidukhoinchung

9.17.1 Th6a thufn bao trirm mgi thirnh vi0n

Quy ch{i chimg thgc ndy ld thoa thu4n md mgi thdnh viOn cria FastCA ph6i tudn

tht.

9.L7.2 Sqchuy6n nhugrng

Kh6ng c6 quy dinh ndo cho phdp chuyi5n nhugng quy0n sri dpng chimg thu s6.

FastCA khdng quy dinh c6c trudng h-o. p chuytln nhuong kh6c.

9.17.3 Tinh tIQc l$p cfra cic tlidu khoin

N6u nhu mQt sO di6u khoin trong quy chti chimg thgc ndy khdng hqp ph6p c6c

di€u khoin d6 sE khdng c6 gi6 tri, nhtmg kh6ng 6nh hu0ng di5n hiQu lr,rc cria c6c

di6u kho6n kh6c

9.17.4 Sg6p buQc

Kh6ng c6 sy 6p buQc ndo dua dtin viQc ban hdnh chimg thu cria FastCA.

9.17.5 Truong hqp b6t khi kh6ng
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Th6a thu0n thu6 bao vi th6a thu0n ngudi nh0n se c6 diAu kho6n ve trudng hqrp b6t

khi kh6ng Ae Uao vQ cho FastCA.

9.18 NhflrEfidukhof,nklu{c

Khdng c6 c6c di€u khoin ndo kh6c ngodi c6c <1i6u kho6n dugc quy dinh trong quy

chi5 chung thgc ndy.
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